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Abstract

SMP Click is a softwarerouterthat providesboth e xibility
andhigh performancen stockmultiprocessoPC hardware.
It achieveshigh performanceausingdevice, buffer, andqueue
managementechniquesoptimized for multiprocessorrout-
ing. It allows vendorsor network administratorgo con gure
the routerin a way that indicatesparallelizablepaclet pro-
cessingasksandadaptvely load-balancethosetasksacross
theavailableCPUs.

SMPClick's absoluteperformancaés high: it canforward
494,00064-bytel P pacletsperseconna2-CPU500MHz
Intel Xeonmachinecomparedo 302,000packetspersecond
for uniprocessoctlick. SMP Click alsoscaleswell for CPU
intensie tasks:4-CPU SMP Click canencryptandforward
87,00064-bytepacletsper secondusingIPSec3DES,com-
paredto 23,000pacletspersecondor uniprocesso€lick.

1 Intr oduction

High performanceoutershave traditionally forwardedpack-
ets using specialpurposehardware. However, mary routers
areexpectedo performpaclet processindgaskswhosecom-
plexity andvarietyarebestsuitedto software.Thesetasksin-
cludeencryptingvirtual privatenetwork tunnels network ad-
dresgranslationandsophisticateghaclet queuingandsche-
duling disciplines.Thesetasksarelikely to betoo expensve
for assingle CPU at high line rates.Many routersalreadyin-
clude multiple CPUsto exploit parallelismamongindepen-
dentnetwork links [26], andthe adwentof routerswith mul-
tiple tightly-coupledCPUsper link seemsnear[6, 10, 11].
This paperdescribesandanalysedechniquedo extractgood
performancdrom multiprocessoiPC routerswith a variety
of paclet processingvorkloads.
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In orderto increaseperformancea multiprocessorouter
must nd and exploit operationsthat can be carried out si-
multaneouslyPotentialparallelismarisesnaturallyin loaded
routersas multiple paclketsqueueup at inputswaiting to be
processedHowever, good performancedemandsomecare
in the way that paclet processingasksare divided among
multiple CPUs.Any single paclket shouldbe processedy as
few distinct CPUsaspossible to avoid cachecon icts. Each
mutabledatastructure suchasa queueor device driver state
record,shouldbe touchedby asfew distinct CPUsaspossi-
bleto avoid locking costsandcachecon icts. Similarly, if the
router keepsmutablestatefor a o w of paclets,processing
for all pacletsof that o w shouldbe doneon the sameCPU.
Finally, the numberandcostsof the tasksshouldpermitbal-
ancingthe processindoad andavoiding idle CPUs.Thebest
way to split up a router's work amongthe CPUsdependon
therouter's pacletprocessingndontraf c patterns.

An idealmultiprocessorouterwould allow con guration
of its parallelizationstrateyy in conjunctionwith con gura-
tion of its paclet processindgehaior. This paperdescribes
system SMP Click, for doingso. SMP Click is derivedfrom
the Click [14] modularrouter Click routersare con gured
with alanguagehatdeclaregpaclket processingnodulesand
the connection@mongthem.SMP Click providesautomatic
parallel executionof Click con gurations, using hints from
the con guration structureto guidethe parallelization.Thus
aroutervendoror network administratorcaneasilytailor the
way that a multiprocessorouter parallelizesits paclet pro-
cessingtasksin orderto maximizeperformanceThis paper
describesow SMP Click worksandhow it supportscon g-
urableparallelization.

This papercontributesthe following lessonsaboutSMP
routerdesign First,no oneapproactto parallelizatiorworks
well for all routercon gurations.Secondparallelizatiortech-
niguescanbeeffectively expressedtthelevel of routercon-

gurations, andsuchcon gurationscanberestructuredo in-
creasgoerformanceFinally, signi cant parallelismcanoften
befoundevenin untunedcon gurations.

The next sectionpresentsan overview of Click andde-
scribesthe examplecon gurationsusedin therestof the pa-



per. Section3 describesSMP Click's designgoals.Section4
detailsthe challengegacedin its implementatioralongwith
their solutions.Section5 analyzesSMP Click's performance
with con gurationsnottailoredto multiprocessorsSection6
presentseveralwaysthatSMPClick allows controloverpar
allelism,alongwith theresultingperformancémprovements.
Section7 describeselatedwork, andSection8 concludeghe
paper

2 Click

This sectionintroducesthe Click routertoolkit. A complete
descriptionis availablein Kohler's thesis[13]; the element
glossaryin its AppendixA may be particularlyhelpful.

Click routersarebuilt from modulescalledelementsEl-
ementsprocesspaclets;they control every aspectof router
paclet processingRoutercon gurationsaredirectedgraphs
with elementsasthevertices.The edgescalledconnections
represenpossiblepathsthat paclets may travel. Eachele-
ment belongsto an elementclassthat determinesthe ele-
ment's behaior. An elements classspeci eswhich codeto
executewhenthe elementprocesses paclet. Inside a run-
ning router, elementarerepresentedsC++ objectsandcon-
nectionsarepointersto elementsA paclettransferfrom one
elemento thenext is implementedvith asinglevirtual func-
tion call.

Eachelementlsohasinputandoutputports, whichsene
asthe endpointdfor paclet transfersEvery connectioreads
from an outputport on one elementto an input port on an-
other Only portsof thesamekind canbeconnectedogether
For exampleapushportcannoteconnectedvith apull port.
An elementcanhave zeroor moreof eachkind of port. Dif-
ferent ports can have different semanticsfor example, the
seconcbutputportis oftenresernedfor erroneoupaclets.

Click supportstwo packet transfermechanismscalled
pushandpull processinglin pushprocessingapacletis gen-
eratedat a sourceand passediowvnstreanto its destination.
In pull processingthe destinationelementpicks one of its
input ports and asksthat sourceelementto returna paclet.
The sourceelementreturnsa packet or a null pointer(which
indicateghatno pacletis available).Here,thedestinatiorel-
ementis in control—thedual of pushprocessing.

Every queuein a Click con gurationis explicit. Thus,a
con gurationdesigneicancontrolwherequeuingtakesplace
by decidingwhereto place Queueelements.This enables
valuablecon gurationslike a single queuefeedingmultiple
interfaceslt alsosimpli es andspeedsip paclettransferbe-
tweenelementssincethereis no queuingcost.

Click providesa languageor describingroutercon gu-
rations. This languagedeclaratvely speci es how elements
shouldbe connectedogetherTo con gure arouter, the user
createsa Click-languagele andpasseét to thesystemThe
systemparseghe le, createghe correspondingouter, tries
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Figure 1: A simple Click con gur ation.

toinitialize it, and.if initializationis successfulinstallsit and
startsrouting packetswith it.

Figurel showvs a simple Click con guration.In our con-
guration diagramsplack portsare pushandwhite portsare
pull; agnostigports,which canconnecto eitherpushor pull
ports, are shavn as pushor pull ports with a double out-
line. Thiscon gurationreadgacletsfrom network interfaces
namedethOandethl, appendshemto aqueueandtransmits
themoutinterfaceeth2 ThePollDevicesinitiate pusheslong
the pathsto the queueas pacletsarrive. The ToDevice initi-
atespulls from the queueasthe device hardware completes
previouspaclettransmissions.

2.1 An IP Router

Figure 2 shows a basic2-interface IP router con guration.
Detailedknowledgeof this con guration is not requiredto
understandhis paper;it' sincludedto give afeelfor thelevel
atwhichonecon guresaClick router

Thehigh-level o w of pacletsthroughFigure2 is asfol-
lows. EachPollDevice elementreadspacletsfrom aninput
device. The Classi er separate#\RP queriesandresponses
from incomingIP paclets.Paint annotategachpaclet with
the index of the interfaceit arrived on, for later usein gen-
eratingredirects Strip removesthe 14-byteEthernetheader
leaving just an IP paclet. Che&lPHeaderveri es that the
IP checksumand length elds are valid. GetlIPAddressex-
tractsthe paclet's destinationaddressfrom the IP header
LookuplPRoutseparatethepacketsaccordingo which out-
put interfacethey shouldbe sentto; it also separatepack-
ets addressedo the router itself. The elementsbefore the
LookuplPRouteperform perinterfaceinput processingthe
elementsafterthe LookuplPRout@erformperinterfaceout-
put processing.

The rst stagein outputprocessings to dropary paclet
sentto abroadcasEthernetddresssinceforwardingit would
not be legal. Ched&Paint detectsa paclet forwardedout the
sameinterface on which it arrived, and arrangeso gener
atean ICMP Redirect.IPGWOptionsprocessesop-by-hop
IP headeroptions. FixIPSrc rewrites the sourceaddressof
ary paclketgeneratedby therouteritself to be the addresof
the outgoinginterface.DeclPTTLchecksanddecrementshe
TTL eld, andIPFragmenterfragmentdarge paclets. ARP-
Querier nds the Ethernetaddressassociatedvith the next
hopandprependainEtherneheaderthis mayinvolve setting
asidethepacletwhile sendingoutanARP query Finally, the
pushpathendsby depositinghepacletin aQueue ToDevice
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Figure 2: An IP router con gur ation with two network inter-
faces. This router implements RFC 1812 [2].

pulls pacletsout of the queuewhenerer the outputdevice is
readyto send.

2.2 Con guration-le vel Parallelism

Control(i.e.a CPUthread)canentera Click con gurationat
oneof only a few schedulableelementsat a PollDevice el-

ement,to checkdevice hardware for new input pacletsand
start push processing;at a ToDevice, to initiate a pull for

the next available output paclet and sendit to device out-

put hardware;andat a PullToPushelementwhich initiatesa
pull throughits input and pushesary resultingpaclet to its

output.Oncea CPU threadstartspull or pushprocessingdor

a paclet at a schedulableelementthatthreadmustcarry the
paclet throughthe con guration until it reachesa Queue a
ToDevice, or someotherelementthat discardsor otherwise
disposeof the paclet. For corveniencelet a pushpath be
a sequencelementghat startswith a schedulablgoushele-
ment,suchas PollDevice, and endswith a Queue andlet a
pull path be a sequencef elementghatstartswith a Queue
andendswith aschedulablgull elementsuchasToDevice

Theseconstrainton control o w meanthata Click con-

guration corveysagooddealof informationaboutpotential
parallelism.CPUs executing completelydisjoint pathswill
not interferewith eachotherat all. CPUs carrying paclets
along the samepath may interferewith eachother, though
parallelismmaystill beavailableif thepathcontainsmultiple
expensve elements.

A commonsituation ariseswhen pathsfrom a number
of PollDevice elementsconverge on a Queue which in turn
feedsa ToDevice The pushpathsfrom the PollDevices are
mostlydisjoint,con icting only atthelastelemeniQueug so
eachcanbe pro tably executedby a separateCPU. In con-
trast, the pull path from the Queueto the ToDevice is usu-
ally shortandwould causecontentiorif executedon multiple
CPUs;in fact, SMP Click never executesary schedulablel-
ementon morethanoneCPU concurrently

3 DesignGoals

The mostohvious designgoal of SMP Click is to run Click
con gurationson multiprocessoPC hardware.In orderfor
it to be useful,however, it mustachieze a numberof related
goals:

SMP Click usersshouldnot needto think aboutsyn-
chronizationwhen writing con gurations.Con gura-
tionsthatwork onauniprocessoshouldalsowork cor-
rectly on multiprocessors.

SMP Click shouldimprove the performanceof even
naive con gurations, so that no specialskills are re-
quiredto take someadwantageof it.
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Figure 3: A con gur ation fragment that splits packets into two
o ws based on their destination IP addresses. Because the
new PullToPush element can be scheduled separately, two
threads can perform the expensive encryption operation.

It shouldbe easyto rewrite Click con gurationsto ex-
poseparallelismandthusincreaseperformance.

Thesecondjoalis reasonablbecausenostClick con g-
urationsinherentlyallow for someparallelism.Any con g-
urationwith multiple network interfacescanreadfrom and
write to the differentinterfacesin parallel. Checkingincom-
ing pacletsfor correctnesandevenlookupof destinationgn
routing tablescan also often proceedin parallelfor paclets
from differentinterfacesFor example,almostall of Figure2
canproceedn parallelfor pacletsarriving from differentin-
terfaces;contention rst occurseitherin the mutable ARP
tablein ARPQuerieror in thequeues.

In supportof thelastgoal, SMP Click allows usergto per
form avarietyof con gurationtransformationshatmightin-
creasgarallelism,ncludingthefollowing:

Pipeline paths. If asinglepushpathcontainsmultiple
expensve elementsjt may be advantageouso break
up thepathto allow pipeliningon multiple CPUs.This
can be done by insertinga Queueand a PullToPush
elemenin thepath.A PullToPushcanbeschedulean
its own CPU, andthus caninitiate the processingor
onepipelinestage.

Split into separate o ws. If a con guration contains
only one expensve element,the pushpath cannotbe
pipelined.Sometimeghe expensve elementitself can
bereplicatedandexecutedn parallelondifferentpack-
ets,however. Incomingpacletsfromthesameo w usu-
ally needto be directedto the samereplica, both to

presere orderwithin o ws andbecauséhe replicated
elementmay maintainper o w state.Figure 3 shavs

acon guration fragmentthatsplits o ws. In this frag-

menttheHashDemuelemendemultiplexesincoming
paclets basedon their destinationlP addressesThe
new PullToPushelementbecomesan additionalpoint

whereathreadmay enterthe con gurationto perform
expensve paclket processingsuchasencryption.

SeeSection6 for examplesof someof thesetransforma-
tionsandtheir effectson performance.

4 Implementation

UniprocessoliClick, the predecessoto the work described
here runsin asinglethreadinsidetheLinux kernel.It sched-
uleswork by maintaininga work list of elementshat want
CPUtime. Theseelementsaretypically of typesPollDevice,
ToDevice, andPullToPush Sincetheseelementoll for the
availability (or departurepf paclets,andClick usesnointer-
rupts,they mustbe calledperiodically All pushesandpulls
areinitiatedby elementontheworklist.

SMP Click retainsmuch of the structureof uniproces-
sor Click, but involveschangesn a numberof areas.These
include schedulingthe worklist on multiple CPUs,synchro-
nizationto protectmutabledatain re-entrantelementsand
specialhandlingof devices, buffer free lists, and queuesto
enhanceparallelism.

4.1 CPU Scheduling

Whenit rst starts,SMP Click createsa separatehreadfor
eachprocessarEachthreadrunsschedulableelementdrom
a private worklist in round-robinorder, occasionallyyield-
ing control to Linux so userprocessesan make progress.
This approachdiffersfrom mostsoftwareroutersbuilt ontop
of traditional operatingsystemsdn that paclet processings
notdrivenby pacletarrival interrupts hencedevice handling
cannotstane pacletforwarding[17].

Eachthreadhasa private worklist in orderto avoid the
expensvesynchronizatiomperationgssociatedith central-
izedworklists[1] andto allow processorf nity scheduling.
Load balancingamongtheseprivate worklists, however, is
dif cult to achieve for threereasonsOne, Click never in-
terruptsan elementwhile it is processinga paclet, sotime-
slicingis notpossibleTwo, sinceelementgake differenttime
to execute merelybalancinghe numberof elementson each
worklist is not adequateThree,becauseClick is not event
driven, an idle elementcannotremove itself from a work-
list andrejoin thelist later on whenit is readyto processa
paclet. Consequentlymostschedulablelementgemainon
theworklist evenif they rarely have work to do. This means
SMP Click cannotusework-stealingalgorithms[1, 5] that
stealwork from otherworklistswhenthelocal worklist emp-
ties.

SMPCClick offerstwo solutionsfor loadbalancinglt pro-
videsanadaptve load balancingalgorithmthatschedulel-
ementontodifferent CPUs,providing goodload balancelt
also allows ambitioususersto statically scheduleelements
basedon SMP Click's performancemeasuremenbols. We
describebothapproachebelow.

4.1.1 Adaptive CPU Scheduling

When an SMP Click router starts,one worklist containsall
schedulableelementsClick maintains for eachschedulable



element , the averagecostof thatelement, . If adaptie
CPUschedulings used aglobalschedulerebalancetheas-
signmenibf elementdo worklistsperiodically Thescheduler
sortsthe schedulableelementsn decreasingrderbasedon

. It theniteratesthroughthe sortedlist, assigningeachel-
ementto the worklist with the leastamountof total work so
far.

The costof an elementis the averagenumberof cycles
consumedby thepushor pull processingnitiated by this ele-
menteachtimeit is called.To obtainthis number SMP Click
periodically sampleghe numberof cyclesconsumedy the
elementwhenit is called. This samplingtechniquedoesnot
introduceary noticeableperformanceverhead.

The CPUschedulingnechanisndescribechereprovides
threebene ts. It balancesuseful work amongthe CPUsto
increaseparallelism,it avoids contentionover a singlework
list, andit encouragesif nity betweenparticulartasksand
CPUsto reducecachemisses.

4.1.2 Static CPU Scheduling

Adaptive load balancingmay not resultin the bestrouting
performancealueto its ignoranceof cachemisscosts.If two
elementdhat processhe samepaclets(e.g.a PollDeviceel-
ementandthe ToDevice elementhatit sendspacletsto) are
scheduledbnto different CPUs,the costof processingeach
paclet increasedue to cachemisses.Thus, even if a bal-
ancedload is achiesed, the router may still performworse
thanwhenthesetwo elementsare schedulednto the same
CPU.

Automaticallyinstrumentingthe paclet processingcode
to detectcachemisseswould involve readinghardware per
formancecounters,a costly operation.On the other hand,
with someknowledge aboutthe costsof different paths,a
usercaneasilyspecifyagoodschedulingassignmenfor most
con gurations. For example, a four-interface IP router has
eightschedulablelementsfour PollDeviceelementandfour
ToDevice elementsBecauséghe pathinitiated by the PollDe-
viceis moreexpensvethanthepathinitiatedby the ToDevice,
agoodschedulingassignmentn four CPUswould schedule
onePollDeviceandoneToDeviceoneachCPU.Furthermore,
to reducethe costof cachemissesPollDevice and ToDevice
elementsthat operateon the sameinterface should not be
scheduledogethey sincethey never procesghe samepack-
ets.

Staticschedulingcanbe speci ed in theform of a list of
assignment®f schedulableelementsto CPUs.In addition,
Click canbe con guredto measureandreportthe execution
time of paclet processingaths.

4.2 Synchronization

Any elemeninstancen SMP Click mightbeexecutedsimul-
taneouslyonmultiple CPUs soeveryelemenmustprotectits

mutabledatastructuresThe detailsare privateto theimple-
mentatiorof eachelementype,sinceelementslon't useeach
other'sdata.A numberof differentapproacheprove useful.

Many element$iave no mutablestate andthusrequireno
specialsynchronizationA typical exampleis the Strip ele-
ment,which simply removesbytesfrom the headof a paclet.

Someelementshave statecomposedf just a counter If
the counteris rarely incrementedasin the caseof an error
counterit canbeupdatedvith hardwareatomicincremenin-
structions A typical exampleis the CheklIPHeaderelement,
which maintainsa countof invalid paclets.

Somemutableelementtatecanbereplicatedperproces-
sor, sothatit is never shared For example,the IP routingta-
blelookupelemenkeepsaprivateperCPUcacheof recently
usedroutes ratherthana singlesharedcache.

Someelementgrotecttheir statewith spin-locks,imple-
mentedwith thex86 atomicexchangdnstruction.If a
CPUacquiresalock thatwaslastheld by the sameCPU, the

executesquickly out of that CPU's cache;otherwise
the involves a slow off-chip bus transaction.Thus,
for datawhich is only occasionallywritten, SMP Click uses
read/writelocking in which eachCPU hasits own readlock,
andawriter hasto acquireall thereadlocks.ARPQuerierand
IPRewriter usethis techniqueto protecttheir tables.

An elementinstancethat appearson the work list is ex-
ecutedby at mostone CPU at a time. Thus PollDevice and
ToDeviceelementsieednottake speciapainsto preventmore
than one CPU from communicatingwith the samedevice
hardware.

Device handling thebuffer freelist, andqueuesieedspe-
cial attentionfor high performancegdetailedin subsequent
sections.

4.3 Device Handling

Click device driversusepolling ratherthaninterruptsin or-
derto avoid interruptoverhead An alternateapproachmight
have beento usethe“interrupt coalescing’schemesupported
by thelntel Pro/1000F gigabitEthernetardswe usedwhich
lowersinterruptoverheadby imposinga minimumdelaybe-
tweensuccessie interrupts.The correctminimum delay pa-
rameterturns out to dependon the time requiredto com-
pletely processall paclets that arrive on all interfacesbe-
tweeninterrupts,which proved too dif cult to predict. An-
otherreasorto preferpolling is thatit eliminatesthe expense
of synchronizatiorbetweerthreadsandinterruptroutines.

To maximizeparallelism SMP Click device driverscom-
pletely separatéransmitandreceve datastructuresFor ex-
ample thetransmitroutinesareresponsibldor freeingtrans-
mitted paclets, and the receve routinesare responsiblefor
giving the device freshemptybuffers.

Polling a device thathasno pacletswaiting needsto be
very fast.In practicethis meansthat the device's DMA de-
scriptorsshouldresidein hostmemory(notin device mem-



ory), andthatthedriver shouldbe ableto discoser new pack-
etsjust by looking atthedescriptorsif thedeviceis idle, the
CPUwiIll havealreadycachedhesedescriptorsandchecking
themwill befast.

It is alsoimportantthat the driver andthe device should
never explicitly synchronizeor directly communicateThe
hostshouldnot reador write on-device registersto exchange
informationaboutew pacletsor freebuffers;insteadall such
communicationshouldtake placeindirectly through DMA
descriptorcontentsThe Intel 21140[7] is agoodexampleof
suchadesign.UnfortunatelytheIntel Pro/1000devicesused
for this papersexperimentatesultsrequirethedriverto write
device registersto announcehe additionof buffersto DMA
descriptorsThe SMP Click driversreducethis overheacdby
batchingsuchadditions.

4.4 Buffer Management

Packet buffersin arouterusuallygo througha repeatindife-
cycle:they areallocatedoy adevicedriver, lled with incom-
ing databy adevice, processethy therouter, transmittedand
thenfreed.SMP Click takesadvantageof this regularity in a
numberof ways.

SMP Click usesLinux's _ s, which consistof a
descriptve structure(containinglengthsetc.) anda separate
databuffer. _ datais contiguouswhich makesit easy
to manipulatelists of sub-huffers(asin BSD s[16]) are
mainly usefulfor hostprotocolsin which headersand pay-
load maybe storedseparately

The _ allocatorin Linux 2.2.18is expensve. Al-
locating (or freeing)an requirestwo locking oper
ations, sincethe structureand the databuffer are allocated
separatelySinceLinux hasonly onefreelist, it is likely that
an _ freedon one CPU will be allocatedon another
causingneedlesgachemisses.

SMP Click avoidsthesecostsby handling - allo-
cationitself. It maintainsa separatdree list for eachCPU,
implementedasacirculararray EachCPUfreesonly ontoits
own freelist, sofreeingneverrequiredocking. Whena CPU
needgo allocatea paclet, it triesto do so from its own free
list to bene t from the possibility that the buffer is already
cachedlIf its freelist is empty it allocatesa paclet from an-
other CPU's free list. The otherlist is chosenin a way that
malesit likely that eachCPU hasat most one other CPU
allocatingfrom its list. Sinceit is commonfor someCPUs
to be dedicatedto receving only, and someto transmitting
only, this matchesup producersaandconsumer®f free pack-
ets.Producersiever needto lock, andconsumersisuallyac-
quirealock thatthey werethelastto hold, whichis fast.

As anadditionaloptimization bothallocationandfreeing
arebatcheddecreasindreelist manipulationcosts Batching
is possiblesinceonly device driversever freeor allocate,and
they canarrangeo defersuchactionsuntil they canperform
themon mary device DMA descriptorsat once.

4.5 Queues

Queueclementsaretheprimarypointsatwhich packetsmove
from one CPU to anothey so accesse$o Queuedatastruc-
turesandenqueuegacletsarelikely to causecachemisses.
In addition,multiple threadsmay enqueueanddequeudrom
a Queue soit mustprotectits datastructuresin mary com-
moncaseshowever, thesecostscanbe eliminated.

Most Queus areusedto feedoutputdevices. Two ToDe-
vices can sharea single Queug if they are feeding paral-
lel links to anotherrouter, but this is not a commonsitu-
ation. SMP Click automaticallyeliminateslocking for de-
gueuesin the usualcasein which only one ToDevice pulls
from a Queue This is possiblebecausea Queueis imple-
mentedwith a circular array of buffer pointers,andthe en-
queueanddequeuaperationamodify differentpointersinto
thatarray

Most Queus arefed by multiple PollDevices, and must
be preparedfor concurrentenqueuesSMP Click enqueues
with anatomiccompareandswap instructionto avoid some
locking overhead.

4.6 Batching and Prefetching

SMP Click processepacletsin batchego reducecacheco-

hereny misses;to amortizethe costof locks over multiple

paclets,andto allow effective use of memory prefetchin-

structions.Batchingis implementedby PollDevice Queug
andToDevice elementsptherelementandall inter-element
communicatiorareonepacletatatime.

PollDevice dequeuesip to eight pacletsfrom the device
DMA queueatatime, thensendshemoneby onedown the
push path. Batchingthe device dequeuesllows the driver
to usefully prefetchDMA descriptorsand paclet contents,
which arenot in the CPU cachesincethey werelastwritten
by device DMA. Batchingalsoallows the driver to allocate
new receie buffersin batchesamortizingthe overheadof
locking thefreelist.

ToDevicetriesto pull multiple pacletsfrom its upstream
Queueeachtime it is called by the schedulerlt enqueues
thesepaclets onto the transmitDMA ring. After the entire
batchhasbeenenqueuedJoDevice noti es the device of the
new paclets. Batchingallows the device driver to amortize
the costof this noti cation over mary paclets.In addition,
ToDevicefreestransmittecpacletsin groups.

Multiple pacletsmustbe enqueuedn a Queuein order
for ToDevicebatchingo beeffective. To ensureghatthe ToDe-
vicecanpull severalpacletsatatime from theQueuethede-
queuecodepretendghatthe queues emptyuntil eithereight
pacletshave beenenqueuedyr ashorttime haselapsedThis
alsoallows the enqueuingCPUto keepthe queuedatastruc-
turesin its cachewhile it enqueues few paclets;otherwise
the enqueuingand dequeuingCPUswould ght over those
cacheentries.
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Figure 4: Maximum forwarding rates of the IP con gur ation.
The Uni column refers to uniprocessor Click running on a
uniprocessor Linux kernel. The xp columns refer to SMP Click
with x CPUs. SMP Click is not able to take advantage of more
than two CPUs with this con gur ation.

5 Performanceof Naive Routers

This sectionexaminesSMP Click's performancewith some
con gurations originally designedfor use on uniprocessor
Click; the resultsre ect on SMP Click's goal of increased
performancdor untunedcon gurations.

5.1 Experimental Setup

The experimentalsetup consistsof ve Intel PCsrunning
Linux 2.2.18.0ne of the PCsactsas a router, with a sepa-
rate full-duplex point-to-pointgigabit Ethernetlink to each
of the otherfour “host” PCs.The hostPCssendpacletsinto
therouterto beforwardedto the otherhostPCs.Therouter's
IP routingtablecontaingustthe entriesrequiredfor thefour
hosts.

Therouteris a Dell PoverEdge5300,with four 500MHz
Intel Pentiumlll Xeon CPUs,an Intel 450NX chipsetmoth-
erboard,and 1GB of RAM. The hostshave dual 800 MHz
Pentiumlll CPUs,SenerWorksLE chipsetsand256MB of
RAM. All the network devicesare Intel Pro/1000F gigabit
Ethernetcards,connectedo the motherboardsvith 64 bit 66
MHz PCI.

All experimentsuse64-bytelP paclets.Eachpacletin-
cludesEthernet,IP, UDP or TCP headersa small payload,
andthe4-byteEthernetCRC. Whenthe 64-bit preambleand
96-bit inter-frame gapareadded a gigabit Ethernetink can
potentially carry up to 1,488,000such paclets per second.
Eachhostcansendup to 876,000paclets per secondusing
softwarethatcloselycontrolsthesendrate. Thehostscanalso
recevereliably atthe samerate.

| Task | uni| 1p[ 2p| 3p| 4p]
Recv 0.25| 0.25| 0.29| 0.38 | 0.62
Alloc Buf | 0.10| 0.11 | 0.13| 0.55| 0.21
Re ll 0.10| 0.10| 0.11| 0.11 | 0.12
Push 1.80| 1.83| 2.19| 3.03| 3.60
Pull 0.18| 0.26| 0.33| 0.45| 0.77
Xmit 0.46| 0.56| 0.67| 0.92 | 1.28
Clean 0.26| 0.26 | 0.33| 0.47 | 0.70
FreeBuf 0.13]| 0.13| 0.13| 0.29 | 0.23
[Total | 3.28] 350 418 6.20 | 7.53 |

Table 1: Cost of forwarding a packet in microseconds, bro-
ken down by function. Recv refers to reading DMA descrip-
tors, Alloc Buf to allocation of new buffers, Rell to placing
new buffers in DMA descriptors, Push to push processing (in-
cluding enqueue), Pull to dequeue from the Queue, Xmit to
placing packets on the transmit DMA ring, Clean to remov-
ing transmitted packets from the ring, and Free Buf to freeing
them.

5.2

Figure4 shovs SMP Click's performancevhenforwarding
IP pacletswith a four-interfaceversionof the con guration
in Figure2. In theseexperimentsgachhostsenddP paclets
to theotherthreehostsfor 60 secondsThey-axisrepresents
themaximumloss-freeforwardingrate(MLFFR). Thex-axis
representsve experimentakcenariosuniprocessoClick on
uniprocessotinux, andSMP Click on SMP Linux with one
to four CPUs.We ran two experimentswith eachscenario,
onewith adaptve loadbalancingonewith staticscheduling.
In the static schedulingexperiments,each PollDevice was
schedulednthesameCPUasoneof thethreeToDevicesthat
it forwardspacletsto. With two CPUs,two PollDevices and
two ToDevices areschedulean eachCPU. With threeCPUs,
two ToDevices anda PollDevice arescheduledn two of the
CPUs,with theremainingtwo PollDevices onthethird. With
four CPUs,eachCPUrunsonePollDeviceandoneToDevice
Tablel helpsexplain theseresultsby shoving the CPU-
time costsof forwardinga paclet, measuredvith Intel Pen-
tium cycle countersThe actualforwardingratesarecloseto
thoseimplied by the CPU time measurement$or example,
Table1 shaws thatit takes4.18 microsecond®f CPU time
to forward a paclket on a 2-CPU router, implying that each
CPU shouldbe ableto forward 239,234packetsper second,
and that the two CPUstogethershouldbe able to forward
478,468pacletspersecondthisis closeto the actualrate of
444,000 492,000pacletspersecondmeasuredh Figure4.
As the numberof CPUsincreasesthe perpaclet CPU
timealsoincreasesThisis becaussynchronizatiomndcache
missedmposecoststhatincreasewith the numberof CPUs.
The largestincreaseoccursfor pushprocessingwhich in-
cludesenqueuingon Queus; the reasonis that more CPUs

IP Performance



| Task [uni| 1p| 2p[ 3p| 4p]
Recv 05/05(05|05| 05
Alloc Buf | 0.0| 0.0 0.0| 0.4| 0.0
Re ll 0.2|102]02]02| 0.2
Push 20|20 3.0| 37| 4.7
Pull 0.0|00(05]|11 1.4
Xmit 05|/05/08|11 1.3
Clean 051051117 1.7
FreeBuf 00|00]01|06| 0.2
[Total [ 3.7]37]6.2]9.3] 10.0]

Table 2: Number of system bus operations per IP packet for-
warded; these correspond to cache misses and transfers of
locks between CPUs.

causemore contentionbetweenenqueuingand dequeuing.
Theotherexpensveincreasesccurwhenallocatingandfree-

ing buffers, especiallyfor the three CPU case.With three
CPUsoneof theCPUsdoesnothave ary ToDeviceelements.
Thusit mustallocatebuffersfrom anotheiCPU's freelist, re-

sulting in cachemisseson the buffer datastructureand on

the synchronizedree list. Finally, Pull, Xmit, andCleanop-

erationsoperateon dequeuedbuffers. As the numberof CPU

increasesthey aremorelikely to have beentouchedlast by

anotherCPU.

Table2 illustratescontentionbetweenCPUsby shawving
the numberof systembus operationgerpacket. A busoper
ationis causedy anL2 cachemiss,awrite of shared/cached
data,or anacquisitionof alock by a CPUotherthanthe CPU
thatheldit last. The costof sharingQueus betweerenqueu-
ing anddequeuingCPUsis evidentin theincreasechumber
of busoperation®on the PushandPull linesasthe numberof
CPUsincreases.

The reasonthat dynamicload balancingdoesnot work
aswell asstaticschedulingin Figure4 is that the dynamic
schedulesometimeputsthe PoliDeviceandToDevice of the
sameinterfaceon the sameCPU. This missesopportunities
to do both pushandpull processindor somepacletson the
sameCPU.

Someof the pushand pull costsin Table 1 are dueto
IP processingBy using a much simpler con guration, es-
sentially consistingof just device drivers,the potentialper
formanceof the underlyingmachinecanbe estimatedWith
a con guration that directly passegacketsfrom eachinput
interfacethrougha Queueto a statically paired outputwith
no intervening processingSMP Click canforward 528,000
pacletspersecontnoneCPUand566,000pacletspersec-
ond on two or four CPUs.Eachpacletis processeentirely
by asingleCPU.

The above testsemphasizeperpacket overheadssince
they usesmall paclets. With 200 byte UDP paclets,the IP
routerhasa MLFFR of 240,000paclets per secondon four
CPUs, or 366 megabits per second.With 1024 byte UDP
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Figure 5: An IPSec VPN tunnel encryption con gur ation.

paclets, the MLFFR is 90,000paclets per secondon four
CPUs,or 703megabitspersecond.

This sectionshavs that, with the Click SMP architecture,
thebene tsof parallelizinglP processingutweighthe costs
of synchronizatiorand datamovementbetweenCPUsby a
relatively small mamgin. The next sectiondemonstrateshat
parallelizationis much more attractive for more compute-
intensive paclket processing.

5.3 Virtual Private Network Gateway

Figures5 and 6 presentClick con guration fragmentsthat
implementpart of IPSec[12]. Insertingtheseelementsnto
the IP routerin Figure2 producesa Virtual Private Network
(VPN) gatevay. The intentis that Figure 5 be insertedinto
theoutputprocessingf therouter'slink to theoutsideworld,
to authenticateencrypt,andencapsulatpacletssentalonga
VPN tunnelto a similar remoterouter Figure6 performsthe
inverseoperationdor pacletsarriving from the interfaceto
the outsideworld. The con gurationsshovn use SHA-1 for
authenticatiorand3DESfor encryption.

For spacereasonsfigure 5 and 6 shav con gurations
with only two VPN tunnels,while our performancevalua-
tion useseight. Thesetunnelsareestablishedtatically using
IPClassi er elementsastheinputandoutputsecurityassoci-
ationdatabases.

Thetrafc usedto testthe VPN con guration is gener
atedasfollows. Two hostsare“internal” hosts;the othertwo
areexternalhosts.Eachinternalhostgenerategightstreams
of ordinary64-bytelP paclets,four to oneexternalhost,and
four to another The VPN routerauthenticatesgncrypts en-
capsulatesand forwardsthesepaclets. Each external host
generate®ight streamsof encapsulatedauthenticatedand
encryptedraclets,four to eachinternalhost.The VPN router
unencapsulateslecrypts,authenticatesand forwardsthese
pacletsaswell.

Figure 7 shows the forwarding performanceof the VPN
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Figure 6: An IPSec VPN tunnel decryption con gur ation.
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Figure 7: Performance of the IPSec VPN con gur ations. The
forwarding rate increases linearly with the number of CPUs.

routerin 60 secondexperiments.The static CPU schedul-
ing experimentsusedthe sameschedulingassignmenasthe
IP router The VPN scalesbetterthanthe IP routerbecause
computatiorperformedon eachpacletis moreexpensveand
dominatesheoverheadf cachemissesaandsynchronization.
For the samereasonadaptve load balancingworks aswell
asstaticscheduling.

Thereasortheperformanceés no higherwith threeCPUs
thanwith two is that one of the three CPUshasto handle
encryptionanddecryptionfor two inputinterfacesThatCPU
runsoutof cycles,andstartsdroppingpaclets,whentheother
two CPUsarestill only half utilized. This limits thelossfree
forwardingrateof thewholeroutet

As a crudecomparisona $10,000commercialPN box
with hardware assisted3DES encryptionwas recentlyrated
at 27 Mbpsfor 64 byte paclets(i.e. 55 Kpps) [21].
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Figure 8: A Network Address Translator (NAT) con gur ation.

5.4 NAT Performance

Figure8 shaws a con guration fragmentthat, wheninserted
into the IP router con guration, implementsa network ad-
dresstranslator[9]. The routersendspacletsfrom “inside”
hoststo externaldestinationdo the upperright input port of
the IPRawriter [15]. The IPRawriter changeghesepaclets'
sourcelP addresset anexternally visible addressrewrites
the sourceT CP port numbersandemitsthemout the lower-
right output port; from therethey aretransmittedto the ex-
ternallnternet.The IPRewriter dynamicallymaintainstables
that allow it to map all the paclets of eachconnectionin
a consistentway, and allow it to associaténcoming pack-
etsfrom the outsideworld with the relevantconnectionBe-
fore the routing table lookup, eachincoming paclet enters
the IPReawriter via the upperleft input port. The IPRewriter
changeghe destinationlP addressand TCP port numberto
that of the original connectionand sendsthe paclet out on
the lower-left output port. The correctdestinationroute is
thendeterminedusingthe updatediestinatiorlP addressbhy
LookuplPRoute

An IPRewriter handlesmappingsfor a single externally
visible IP addresslt giveseachconnectiorits own externally
visible port number The IPRewriter rememberavhich con-
nectionshavesentTCPFIN (connectiorclose)messagesnd
deletesany suchconnectiorfrom its tablesafter 30 seconds.
IPRawriter doesthis deletionincrementallyeachtimeit sees
a TCP SYN (connectionsetup)messageit checksto seeif
theoldestclosedconnectioris 30 second®ld.

This deletionpolicy meansthat eachport an IPRewriter
allocatescannotbe usedagainfor at least30 secondsAn
IPRawriter usegports1024through65,535 andthuscanhan-
dle no more than 2,150 connectionsper second.To avoid
thislimit, the experimentdescribechereusea con guration
with 32 IPRewriter elementsgachwith its own IP address.
A HashDemuspreadghe o wsfrom theinternalhostsover
thelPRewriters basedn destinatioraddressWhena paclet
arrivesfrom the outsideworld, anIPClassi er decideswhich
IPRewriter to sendit to, basedn destinatioraddress.
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Figure 9: Performance of the NAT con gur ation under static
CPU scheduling. The forwarding rate increases with more
CPUs, but at the cost of some dropped packets.

Thetrafc usedto testthe NAT con gurationin Figure8
is generatedas follows. Two hostsare considerednternal
hosts,and two are external hosts.Eachinternal host main-
tains100concurrentonnectionso eachof theexternalhosts.
For eachconnectionaninternalhostrepeatghefollowing: it
choosesandomportnumberssendsaaSYN paclet,8 64-byte
datapaclets,anda FIN paclet, thenstartsover. The external
hostechoesachpaclet, exchangingelds asappropriate.

Figure9 shavstheNAT's pacletforwardingperformance
asthe numberof CPUsincreasesStatic schedulings used,
andtheassignmentarethe sameasthosein Section5.2.The
experimentgun for 90 secondspf which only thelast60 are
includedin the statistics;this allows time for the IPRewriter
tablesto Il upandfor entriesto startbeingdeleted.

Figure9 shows thatthe MLFFR of the NAT doesnotin-
creasesigni cantly with more processorsgven thoughthe
NAT requiresmoreCPUtime thanIP forwardingalone.The
paclet lossrate experiencedoy the NAT, however, remains
tiny for inputratessubstantiallygreatetthanthe MLFFR. For
example,with 4 CPUs,the lossrate doesnot exceed0.1%
until the offeredload is above 270,000paclets per second.
We suspecthepersistentiny lossrateis causedy lock con-
tention. Contentionfor locks may occurwhen a PollDevice
attemptsto pusha paclet througha rewriter while another
PollDevice is pushinga paclet throughthe samerewriter,
but on a differentCPU. With 32 rewriters, the possibility of
contentionis small. However, eachcontentionis potentially
costly: the cycles spentspin-waiting for the lock may delay
schedulingof aPollDeviceandcauseadevice'sreceve DMA
gueueto over ow.

5.5 Enforcing Quality of Sewice

FigurelOshavsacon gurationthatprovidesasimplequality
of serviceguaranteelnsertecdbeforethe ARPQuerieelement
in the IP routerin Figure2, this con gurationfragmentclas-
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Figure 10: A QoS con gur ation fragment, to be inserted be-
tween the IPFragmenter and ARPQuerier elements in Fig-
ure 2.

si es pacletsinto three priorities basedon the IP headers
DifferentiatedServicesCodePoint eld (DSCP)[22]. Each
priority level is queuedseparatelyand the PrioSded ele-
ment always sendspaclets from higher priority queuesin
preferencdo lower. Thecon gurationappliesSHA-1authen-
tication and3ADES encryptionto the mediumpriority traf c,
muchasdescribedn Section5.3. A PullToPushelementni-
tiatesthis processingsoit canbe doneon a CPU separately
from input and output processingThe PullToPushelement
only pulls packetsfrom upstreamqueuesf the downstream
queusis notfull; this helpsthecon guration enforcepriority
whentheoutputdeviceis slow.

Figurellshownstheuniprocessoperformancef thiscon-

guration. Thetraf c usedto testthis routerconsistof three
streamof UDP traf ¢ from onehostto another The sender
sendsa high-priority anda low-priority streamat a constant
70,000and50,000pacletspersecondrespectiely. It sends
thethird streampf medium-prioritytraf ¢, with varyingrate.

Figure11 shows that asthe input rate of mediumprior-
ity traf c increasestheforwardingratefor high priority traf-

¢ doesnot change.Thereis enoughspareCPU time that
the mediumpriority traf c canbe forwardedat up to 10,000
paclets per secondwithout disturbingthe low priority traf-

c. Above thatratethe router devotesCPU time to encrypt
medium priority trafc at the expenseof low-priority pro-
cessing,so the low priority forwardingrate decreasesThe
speci ¢ mechanisnis thatthe packet schedulingdoneby the
PrioSchedimplicitly scheduleshe CPU,sincethePrioSded
decideswhich pull paththe CPUexecutesWhenthemedium
priority inputratereached 4,000pacletspersecondthefor-

warding rate levels off becauseall available CPU time has
beentakenfrom thelow priority trafc.

Figure 12 shavs that on four CPUs,the samelP router
cansustainthe low priority trafc evenwhenthe input rate
of mediumpriority traf c approache$7,000paclketspersec-
ond.Furthermorethe maximumforwardingratefor medium
priority traf ¢ reachef1,000paclketspersecondTherouter
usesdynamicschedulingThis causegshreeCPUsto handle
device interactionsand IP headermprocessingthe remaining
CPU runsthe PullToPushelementshownn in Figure 10, and
thusperformsthe VPN encryptionaswell asmoving paclets
of all prioritiesthroughthecon gurationfragment.

Theseexperimentsshov that SMP Click con gurations
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Figure 11: Performance of the QoS router on one CPU. The
offered load consists of a constant 70 kpps high priority traf-
¢, a constant 50 kpps low priority traf ¢, and an increasing
rate of medium priority traf c. The y-axis shows the individual
forwarding rates; the x-axis shows the medium-priority input
rate.
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Figure 12: Performance of the QoS router on four CPUs. The
extra CPUs improve performance over the uniprocessor re-
sults in Figure 11.

that expresspacket priority alsonaturallyimply CPU prior-
ity. In addition,priority constraintslo notpreventSMP Click
from obtaininga degreeof increasegerformancdrom mul-
tiple CPUs.

6 ExposingParallelism

Evenif arouter'staskhasagooddealof potentialparallelism,
ary given con guration may fail to exposethat parallelism.
Considetthe VPN routerin Section5.3, but with only two in-

terfacesnsteadof four. Suchacon gurationhasfour schedu-
lable tasks.Most of the processingoccursin the pushpaths
initiatedby thetwo PollDevicetasks sothe CPUsrunningthe
ToDevice tasksmay spendmuch of their time idle. A better
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Figure 13: Performance of the VPN con gur ation with only
two Ethernet devices. Processing separate ows in parallel
increases the 4-CPU performance by 45%.

balanceof loadacrosghe CPUswouldincreasegerformance,
but the con gurationdoesnt allow for it.

This sectionpresentsand evaluatescon guration tuning
techniqueshatyield improvementsn performancdy expos-
ing moreparallelism.Onetechniquesplits pacletsinto mul-
tiple o wswhichcanbeprocesseih parallel.A secondech-
nique breaksexpensve processingnto pipeline stagesthat
canbe executedin parallel.Finally, we showv thatcon gura-
tion rewriting neednot affect quality of serviceguarantees.

6.1 Parallel Flow Processing

Figure 13 shows the performanceof the VPN con guration
with only two Ethernetinterfaces.Two hostsparticipatein

theseexperiments.One host sendsunencryptedpaclets to

therouter Therouterencryptshepacletsandforwardsthem
onto the otherhost. The secondhost sendsencryptedpack-
etsto the router The routerdecryptsthesepacletsandfor-

wardsthemto the rst host. Since encryptionand decryp-
tion only occuron pacletsgoingto andarriving from oneof

the two devices,one PollDevice performsall the encryption
work, andone PollDevice performsall the decryptionwork.

This suggestghat, on a four-CPU machine,the two CPUs
running ToDevices are mostly idle. Consequentlythe con-
guration doublesits performanceon two processorsyut its
performancen four processorsloesnotimprove. More par

allelism could be createdby moving expensve elementso
the pull paths,allowing ToDevice elementso sharethe ex-

pensve work. This turnsout to be awkward; for example,at
thatpointthe pacletsalreadyhave Ethernetheaders.

We createmoreparallelismby splitting pacletsinto mul-
tiple o ws. Two setsof HashDemuxQueueg andPullToPush
elementsareinsertedbeforeboththe encryptionanddecryp-
tion elementdn the VPN con guration, assuggestedh Fig-
ure 3. This optimization createstwo new schedulablecle-
ments:a PullToPushelementthat handleshalf of the pack-
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etsthatneedto be encryptedanda PullToPushelementhat
handleshalf of the pacletsthatneedto bedecrypted.

The black barsin Figure 13 shav that this optimization
producea45%performancémprovemenbnfour CPUsover
theuntunedcon guration. Theimprovemenis nothigherbe-
causeof the costof moving eachpaclet from one CPU to
anotherthroughthe Queue

This rewriting techniqueis not universal.For example,it
decreaseshe performanceof a routerthat doesjust IP for-
warding betweentwo interfaces.This is becauséhe costof
vanilla IP forwardingis alreadylow enoughthat paralleliza-
tion cannotovercomeahecostof theextraelementandcache
misses.

6.2 Pipelined Packet Processing

Considera nodein anoverlay network consistingof a mesh
of encryptedvPN tunnels.Sucha nodemay have to decrypt
apacletarriving on onetunnel,only to encryptit again(with
adifferentkey) whenforwardingit outasecondunnel.Each
PollDevice would beresponsibldor bothdecryptionanden-
cryption.On the otherhand,the ToDevices would have rela-
tively little work. More parallelismcould be createdoy split-
ting pacletsinto multiple o ws, asdescribedn Section5.3.
Parallelismcanalsobe createdby pipelining encryptionand
decryption,asshowvn in Figure14. Thetechniques to insert
a Queueand a PullToPushbetweenthe decryptionand en-
cryption processingWith this optimization,eachPollDevice
performsdecryptionin parallelwith encryptionperformedoy
thePullToPush

Figure15 shavs the effectivenesof this techniquelt al-
most doublesthe performanceof the 4-CPU machine,and
causegerformancdo scalealmostlinearly from oneto four
CPUs.

6.3 Maintaining Quality of Sewice

The performancémprovementwith additional CPUsof the
QoScon guration describedn Section5.5is limited, since
a single CPU executesthe PullToPushandthusthe encryp-
tion. One solution might be to add a new PullToPushdedi-
catedto theencryptionof medium-prioritytraf c, leaving the
old PullToPushto processnly high andlow priority traf c.
Sincea separaté€CPU couldrunthe new PullToPush perfor
manceshouldimprove.

Rewriting the con gurationthis way, however, would vi-
olatetheintendedpaclet priority semanticsThe old PullTo-
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Figure 15: Performance of decryption and encryption with and
without pipelining. Pipelining nearly doubles the 4-CPU perfor-
mance.
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Figure 16: Splitting QoS processing into 3 streams.

Pushwould sendlow-priority pacletsevenif therewere a
backlogof medium-prioritypaclets,sinceonly thenew Pull-
ToPushwould be able to processmedium-priority paclets.
The intent of priority, however, is that low-priority paclets
shouldonly be sentif thereareno high or mediumpriority
pacletswaiting.

A betterapproactis to replicatethe whole QoScon gu-
rationandrunthereplicasin parallel.We replicatethecon g-
urationthreetimes,asshavn in Figure16. The HashDemux
elementreakgacletsinto threestreamsgachstreamhasits
own priority schedulerThethreePullToPushelementsunon
threeCPUs while theremainingCPUperformsall thedevice
handlingandIP heademprocessingWhile it is possiblethat
low priority pacletsarepushedhroughARPQuerieron one
processowhile therearea backlogof mediumor high prior-
ity packetson anothersuchscenarias unlikely whenthere
aremary o wswith differentdestinatiorlP addresses.

Figure 17 shaws the effectivenesf this technique The
new routercansustainthe low priority traf c evenwhenthe
inputrateof themediumpriority VPN traf c exceeds50,000
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Figure 17: Performance of the QoS router on four CPUs with
the new con gur ation in Figure 16. The performance is higher
than that shown in Figure 12, but still honors the priority rules.

paclets per second.The maximum forwarding rate for the
mediumpriority traf ¢ reaches0,000pacletsperseconda
factorof veimprovemenbovertheuniprocessoperformance
shavnin Figurell.

7 RelatedWork

Commercialrouterssuchasthe Cisco 7500[26] often con-
tainmultiple CPUsto increasgperformanceThehardwareof
suchroutersusuallydedicatesachCPUto a particulartask.
Thisstructureprovideshigh performancéor its intendedask,
but allows little e xibility . For example,oneline card's CPU
cannothelpin the processingf pacletsfrom a differentline
card.CommerciaSMProutersdo exist. TheNortel Contivity
4500VPN switch[23] usesdual SMP PC processorso en-
cryptanddecryptpacketsfor multiple VPN tunnelsin paral-
lel. Its hardwareis similarto SMPClick's, thoughits software
structureis not publically known.

In adifferentapproacho multiprocessorouting,network
processos [10, 6] have appearedecentlythatintegratemul-
tiple RISC CPUsonto a single chip. Thesechips could be
placedonrouterline cards replacingASICS;their advantage
is thatit is easierandfasterto write softwarethanto design
ASIC hardware. A variantof SMP Click could be usedto
structurethat softwarein a way that takes advantageof the
multiple CPUs.However, currentgeneratiometwork proces-
sorshave a limited programmemoryin their processingle-
mentswhichlimit theiruseto smallpiecesof tight code[25].

Previous work in the areaof parallelizinghost network
protocolg20, 19, 3, 24] hascomparedayer, paclket,andcon-
nectionparallelism.One of their conclusionss that perfor
manceis bestif thepacletsof eachconnectiorareprocessed
on only one CPU, to avoid contentionover per connection
data.To a rst approximationthis is a claim that a host's
protocolprocessingaskscanbe decomposedhto symmetric
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andindependenperconnectiortasks.Thissituationdoesnot

generallyholdin arouter If therouterhasno perconnection
state thenthereis no symmetryandindependencto exploit.

Worse,device handlingis often a large fraction of the total

work, but cannoteasilybedividedupamongmary CPUs.For

thesereasonsSMP Click needgo beableto exploit awider

rangeof kindsof parallelismthanhostimplementations.

Blackwell[4] andNahumetal. [18] investigateheinter-
actionof hostprotocolprocessingaindcachingon uniproces-
sors.They obsene thatinstructioncachemissesare oftena
dominantfactorin performanceandobsene thatbatchpro-
cessingof multiple pacletsat eachprotocollayer canhelp.
In contrastwe obsene very few instructioncachemissesn
SMP Click, probablybecausdP forwardingis simplerthan
host TCP processingSMP Click neverthelessene ts from
batching thoughthereasons thatbatchinghelpsavoid con-
tentionatthe pointswheredatamustmove betweernCPUsor
betweernCPUanddevice.

SMP Click's device handlingusesideasexploredin the
Osiris [8] network adaptorprojectto maximizeconcurrenyg
betweerCPUanddevice,in particuladock-freeDMA queues
andavoidanceof programmed/O.

8 Conclusion

This papermakesthe following points aboutparallelization
on multi-processorouters,in the context of SMP Click:

Signi cant parallelismcanoften be found evenin un-
tunedcon gurations.

Parallelizationtechniquesanbe effectively expressed
at the level of router con gurations,andsuchcon g-
urationscanberestructuredo enhancemultiprocessor
performance.

Most cachemissesin SMP Click occur when pack-
etsor buffer datastructuremove betweenCPUsor be-
tweenCPUanddevice. Thisis in contrasto experience
with hostprotocolswhereinstructionor protocolstate
missesdominate.

Cachemissesare expensve. Adaptive load-balancing
the work on a multi-processorrouter may introduce
morecachemissesvhenpacletsmove betweerCPUs.
In mostcasesa staticschedulingassignmenthatmin-

imizesthe numberof paclkets moving betweenCPUs
canbefound.

Goodmultiprocessoroutingperformanceequireson-
curreny in deviceinteractionspbothbetweerCPUsand
devicesandbetweeninput andoutputon the samede-
vice.



Whenpacletsneedo movebetweerCPUs they should
do soin batchego reduceperpacket contentionover
head Allocationandfreeingof paclketbuffersis anim-
portantsourceof buffer datastructuremovement.

Availability

SMP Click canbe downloadedfrom the Click projectweb
pageat
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