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Abstract

SMPClick is a softwarerouterthatprovidesboth �e xibility
andhigh performanceon stockmultiprocessorPChardware.
It achieveshigh performanceusingdevice,buffer, andqueue
managementtechniquesoptimizedfor multiprocessorrout-
ing. It allows vendorsor network administratorsto con�gure
the router in a way that indicatesparallelizablepacket pro-
cessingtasks,andadaptively load-balancesthosetasksacross
theavailableCPUs.

SMPClick'sabsoluteperformanceis high: it canforward
494,00064-byteIP packetspersecondona2-CPU500MHz
Intel Xeonmachine,comparedto 302,000packetspersecond
for uniprocessorClick. SMPClick alsoscaleswell for CPU
intensive tasks:4-CPUSMP Click canencryptandforward
87,00064-bytepacketspersecondusingIPSec3DES,com-
paredto 23,000packetspersecondfor uniprocessorClick.

1 Intr oduction

High performanceroutershave traditionallyforwardedpack-
etsusingspecialpurposehardware.However, many routers
areexpectedto performpacket processingtaskswhosecom-
plexity andvarietyarebestsuitedto software.Thesetasksin-
cludeencryptingvirtual privatenetwork tunnels,network ad-
dresstranslation,andsophisticatedpacketqueuingandsche-
duling disciplines.Thesetasksarelikely to betoo expensive
for a singleCPUat high line rates.Many routersalreadyin-
cludemultiple CPUsto exploit parallelismamongindepen-
dentnetwork links [26], andtheadventof routerswith mul-
tiple tightly-coupledCPUsper link seemsnear[6, 10, 11].
This paperdescribesandanalysestechniquesto extractgood
performancefrom multiprocessorPC routerswith a variety
of packetprocessingworkloads.
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In orderto increaseperformance,a multiprocessorrouter
must �nd andexploit operationsthat can be carriedout si-
multaneously. Potentialparallelismarisesnaturallyin loaded
routersasmultiple packetsqueueup at inputswaiting to be
processed.However, goodperformancedemandssomecare
in the way that packet processingtasksare divided among
multiple CPUs.Any singlepacketshouldbeprocessedby as
few distinctCPUsaspossible,to avoid cachecon�icts. Each
mutabledatastructure,suchasa queueor device driverstate
record,shouldbe touchedby asfew distinctCPUsaspossi-
bleto avoid lockingcostsandcachecon�icts. Similarly, if the
routerkeepsmutablestatefor a �o w of packets,processing
for all packetsof that�o w shouldbedoneon thesameCPU.
Finally, thenumberandcostsof thetasksshouldpermitbal-
ancingtheprocessingloadandavoiding idle CPUs.Thebest
way to split up a router's work amongtheCPUsdependson
therouter'spacketprocessingandon traf�c patterns.

An idealmultiprocessorrouterwouldallow con�guration
of its parallelizationstrategy in conjunctionwith con�gura-
tion of its packetprocessingbehavior. This paperdescribesa
system,SMPClick, for doingso.SMPClick is derivedfrom
the Click [14] modularrouter. Click routersare con�gured
with a languagethatdeclarespacket processingmodulesand
theconnectionsamongthem.SMPClick providesautomatic
parallel executionof Click con�gurations,usinghints from
thecon�guration structureto guidetheparallelization.Thus
a routervendoror network administratorcaneasilytailor the
way that a multiprocessorrouterparallelizesits packet pro-
cessingtasksin orderto maximizeperformance.This paper
describeshow SMPClick worksandhow it supportscon�g-
urableparallelization.

This papercontributesthe following lessonsaboutSMP
routerdesign.First,nooneapproachto parallelizationworks
well for all routercon�gurations.Second,parallelizationtech-
niquescanbeeffectively expressedat thelevel of routercon-
�gurations,andsuchcon�gurationscanberestructuredto in-
creaseperformance.Finally, signi�cant parallelismcanoften
befoundevenin untunedcon�gurations.

The next sectionpresentsan overview of Click andde-
scribestheexamplecon�gurationsusedin therestof thepa-
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per. Section3 describesSMPClick's designgoals.Section4
detailsthechallengesfacedin its implementationalongwith
their solutions.Section5 analyzesSMPClick's performance
with con�gurationsnot tailoredto multiprocessors.Section6
presentsseveralwaysthatSMPClick allowscontroloverpar-
allelism,alongwith theresultingperformanceimprovements.
Section7 describesrelatedwork,andSection8 concludesthe
paper.

2 Click

This sectionintroducesthe Click routertoolkit. A complete
descriptionis available in Kohler's thesis[13]; the element
glossaryin its AppendixA maybeparticularlyhelpful.

Click routersarebuilt from modulescalledelements. El-
ementsprocesspackets; they control every aspectof router
packet processing.Routercon�gurationsaredirectedgraphs
with elementsasthevertices.Theedges,calledconnections,
representpossiblepathsthat packets may travel. Eachele-
ment belongsto an elementclass that determinesthe ele-
ment's behavior. An element's classspeci�eswhich codeto
executewhenthe elementprocessesa packet. Insidea run-
ningrouter, elementsarerepresentedasC++objectsandcon-
nectionsarepointersto elements.A packet transferfrom one
elementto thenext is implementedwith asinglevirtual func-
tion call.

Eachelementalsohasinputandoutputports, whichserve
astheendpointsfor packet transfers.Every connectionleads
from an outputport on oneelementto an input port on an-
other. Only portsof thesamekind canbeconnectedtogether.
Forexample,apushportcannotbeconnectedwith apull port.
An elementcanhave zeroor moreof eachkind of port. Dif-
ferent ports can have different semantics;for example,the
secondoutputport is oftenreservedfor erroneouspackets.

Click supportstwo packet transfermechanisms,called
pushandpull processing. In pushprocessing,apacket is gen-
eratedat a sourceandpasseddownstreamto its destination.
In pull processing,the destinationelementpicks one of its
input portsandasksthat sourceelementto returna packet.
Thesourceelementreturnsa packet or a null pointer(which
indicatesthatnopacket is available).Here,thedestinationel-
ementis in control—thedualof pushprocessing.

Every queuein a Click con�guration is explicit. Thus,a
con�gurationdesignercancontrolwherequeuingtakesplace
by decidingwhere to placeQueueelements.This enables
valuablecon�gurationslike a singlequeuefeedingmultiple
interfaces.It alsosimpli�es andspeedsuppacket transferbe-
tweenelements,sincethereis noqueuingcost.

Click providesa languagefor describingroutercon�gu-
rations.This languagedeclaratively speci�es how elements
shouldbeconnectedtogether. To con�gure a router, theuser
createsa Click-language�le andpassesit to thesystem.The
systemparsesthe �le, createsthecorrespondingrouter, tries

PollDevice(eth0)

PollDevice(eth1)

ToDevice(eth2)

Figure 1: A simple Click con�gur ation.

to initialize it, and,if initializationis successful,installsit and
startsroutingpacketswith it.

Figure1 shows a simpleClick con�guration.In our con-
�guration diagrams,blackportsarepushandwhite portsare
pull; agnosticports,which canconnectto eitherpushor pull
ports, are shown as push or pull ports with a doubleout-
line.Thiscon�gurationreadspacketsfromnetwork interfaces
namedeth0andeth1, appendsthemto aqueue,andtransmits
themoutinterfaceeth2. ThePollDevicesinitiatepushesalong
thepathsto thequeueaspacketsarrive. The ToDevice initi-
atespulls from the queueasthe device hardwarecompletes
previouspacket transmissions.

2.1 An IP Router

Figure 2 shows a basic2-interfaceIP router con�guration.
Detailedknowledgeof this con�guration is not requiredto
understandthispaper;it' s includedto givea feel for thelevel
at whichonecon�guresaClick router.

Thehigh-level �o w of packetsthroughFigure2 is asfol-
lows. EachPollDevice elementreadspacketsfrom an input
device. The Classi�er separatesARP queriesandresponses
from incomingIP packets.Paint annotateseachpacket with
the index of the interfaceit arrived on, for later usein gen-
eratingredirects.Strip removesthe14-byteEthernetheader,
leaving just an IP packet. CheckIPHeaderveri�es that the
IP checksumand length �elds are valid. GetIPAddressex-
tracts the packet's destinationaddressfrom the IP header.
LookupIPRouteseparatesthepacketsaccordingto whichout-
put interfacethey shouldbe sentto; it also separatespack-
ets addressedto the router itself. The elementsbefore the
LookupIPRouteperform per-interfaceinput processing;the
elementsaftertheLookupIPRouteperformper-interfaceout-
putprocessing.

The�rst stagein outputprocessingis to dropany packet
senttoabroadcastEthernetaddress,sinceforwardingit would
not be legal. CheckPaint detectsa packet forwardedout the
sameinterfaceon which it arrived, and arrangesto gener-
atean ICMP Redirect.IPGWOptionsprocesseshop-by-hop
IP headeroptions.FixIPSrc rewrites the sourceaddressof
any packet generatedby therouteritself to betheaddressof
theoutgoinginterface.DecIPTTLchecksanddecrementsthe
TTL �eld, andIPFragmenterfragmentslargepackets.ARP-
Querier �nds the Ethernetaddressassociatedwith the next
hopandprependsanEthernetheader;thismayinvolvesetting
asidethepacketwhile sendingoutanARPquery. Finally, the
pushpathendsby depositingthepacketin aQueue. ToDevice
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to Linux

Figure 2: An IP router con�gur ation with two network inter-
faces. This router implements RFC 1812 [2].

pulls packetsout of thequeuewhenever theoutputdevice is
readyto send.

2.2 Con�guration-le vel Parallelism

Control(i.e.a CPUthread)canentera Click con�gurationat
oneof only a few schedulableelements:at a PollDevice el-
ement,to checkdevice hardwarefor new input packetsand
start push processing;at a ToDevice, to initiate a pull for
the next available output packet and sendit to device out-
put hardware;andat a PullToPushelementwhich initiatesa
pull throughits input andpushesany resultingpacket to its
output.Oncea CPUthreadstartspull or pushprocessingfor
a packet at a schedulableelement,that threadmustcarry the
packet throughthe con�guration until it reachesa Queue, a
ToDevice, or someotherelementthat discardsor otherwise
disposesof the packet. For convenience,let a pushpath be
a sequenceelementsthat startswith a schedulablepushele-
ment,suchasPollDevice, andendswith a Queue, andlet a
pull pathbea sequenceof elementsthatstartswith a Queue
andendswith a schedulablepull element,suchasToDevice.

Theseconstraintson control �o w meanthata Click con-
�guration conveysagooddealof informationaboutpotential
parallelism.CPUsexecutingcompletelydisjoint pathswill
not interferewith eachother at all. CPUscarrying packets
along the samepath may interferewith eachother, though
parallelismmaystill beavailableif thepathcontainsmultiple
expensiveelements.

A commonsituationariseswhen pathsfrom a number
of PollDevice elementsconvergeon a Queue, which in turn
feedsa ToDevice. The pushpathsfrom the PollDevices are
mostlydisjoint,con�icting only at thelastelementQueue, so
eachcanbe pro�tably executedby a separateCPU. In con-
trast, the pull path from the Queueto the ToDevice is usu-
ally shortandwouldcausecontentionif executedonmultiple
CPUs;in fact,SMPClick neverexecutesany schedulableel-
ementonmorethanoneCPUconcurrently.

3 DesignGoals

The mostobviousdesigngoal of SMP Click is to run Click
con�gurationson multiprocessorPC hardware.In order for
it to beuseful,however, it mustachieve a numberof related
goals:

� SMP Click usersshouldnot needto think aboutsyn-
chronizationwhen writing con�gurations.Con�gura-
tionsthatwork onauniprocessorshouldalsowork cor-
rectlyonmultiprocessors.

� SMP Click should improve the performanceof even
naive con�gurations,so that no specialskills are re-
quiredto takesomeadvantageof it.
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Figure 3: A con�gur ation fragment that splits packets into two
�o ws based on their destination IP addresses. Because the
new PullToPush element can be scheduled separately, two
threads can perform the expensive encryption operation.

� It shouldbeeasyto rewrite Click con�gurationsto ex-
poseparallelismandthusincreaseperformance.

Thesecondgoalis reasonablebecausemostClick con�g-
urationsinherentlyallow for someparallelism.Any con�g-
urationwith multiple network interfacescan readfrom and
write to thedifferentinterfacesin parallel.Checkingincom-
ing packetsfor correctnessandevenlookupof destinationsin
routing tablescanalsooften proceedin parallel for packets
from differentinterfaces.For example,almostall of Figure2
canproceedin parallelfor packetsarriving from differentin-
terfaces;contention�rst occurseither in the mutableARP
tablein ARPQuerieror in thequeues.

In supportof thelastgoal,SMPClick allowsusersto per-
form avarietyof con�gurationtransformationsthatmight in-
creaseparallelism,includingthefollowing:

� Pipelinepaths. If a singlepushpathcontainsmultiple
expensive elements,it may be advantageousto break
up thepathto allow pipeliningonmultipleCPUs.This
can be doneby insertinga Queueand a PullToPush
elementin thepath.A PullToPushcanbescheduledon
its own CPU, and thuscan initiate the processingfor
onepipelinestage.

� Split into separate�o ws. If a con�guration contains
only oneexpensive element,the pushpathcannotbe
pipelined.Sometimestheexpensive elementitself can
bereplicatedandexecutedin parallelondifferentpack-
ets,however. Incomingpacketsfromthesame�o w usu-
ally needto be directedto the samereplica, both to
preserveorderwithin �o ws andbecausethereplicated
elementmay maintainper-�o w state.Figure3 shows
a con�guration fragmentthatsplits �o ws. In this frag-
ment,theHashDemuxelementdemultiplexesincoming
packets basedon their destinationIP addresses.The
new PullToPushelementbecomesan additionalpoint
wherea threadmayenterthecon�guration to perform
expensivepacketprocessing,suchasencryption.

SeeSection6 for examplesof someof thesetransforma-
tionsandtheir effectsonperformance.

4 Implementation

UniprocessorClick, the predecessorto the work described
here,runsin asinglethreadinsidetheLinux kernel.It sched-
uleswork by maintaininga work list of elementsthat want
CPUtime. Theseelementsaretypically of typesPollDevice,
ToDevice, andPullToPush. Sincetheseelementspoll for the
availability (or departure)of packets,andClick usesno inter-
rupts,they mustbe calledperiodically. All pushesandpulls
areinitiatedby elementson theworklist.

SMP Click retainsmuch of the structureof uniproces-
sor Click, but involveschangesin a numberof areas.These
includeschedulingtheworklist on multiple CPUs,synchro-
nization to protectmutabledatain re-entrantelements,and
specialhandlingof devices,buffer free lists, andqueuesto
enhanceparallelism.

4.1 CPU Scheduling

Whenit �rst starts,SMP Click createsa separatethreadfor
eachprocessor. Eachthreadrunsschedulableelementsfrom
a private worklist in round-robinorder, occasionallyyield-
ing control to Linux so userprocessescan make progress.
Thisapproachdiffersfrom mostsoftwareroutersbuilt on top
of traditionaloperatingsystemsin that packet processingis
notdrivenby packetarrival interrupts,hencedevicehandling
cannotstarvepacket forwarding[17].

Eachthreadhasa privateworklist in order to avoid the
expensivesynchronizationoperationsassociatedwith central-
izedworklists [1] andto allow processoraf�nity scheduling.
Load balancingamongtheseprivate worklists, however, is
dif�cult to achieve for three reasons.One, Click never in-
terruptsan elementwhile it is processinga packet, so time-
slicingis notpossible.Two,sinceelementstakedifferenttime
to execute,merelybalancingthenumberof elementsoneach
worklist is not adequate.Three,becauseClick is not event
driven, an idle elementcannotremove itself from a work-
list andrejoin the list later on whenit is readyto processa
packet. Consequently, mostschedulableelementsremainon
theworklist evenif they rarelyhave work to do. This means
SMP Click cannotusework-stealingalgorithms[1, 5] that
stealwork from otherworklistswhenthelocalworklist emp-
ties.

SMPClick offerstwo solutionsfor loadbalancing.It pro-
videsanadaptive loadbalancingalgorithmthatschedulesel-
ementsontodifferentCPUs,providing goodloadbalance.It
also allows ambitioususersto statically scheduleelements
basedon SMP Click's performancemeasurementtools.We
describebothapproachesbelow.

4.1.1 AdaptiveCPU Scheduling

Whenan SMP Click routerstarts,oneworklist containsall
schedulableelements.Click maintains,for eachschedulable

4



element� , the averagecostof that element,
���

. If adaptive
CPUschedulingis used,aglobalschedulerrebalancestheas-
signmentof elementsto worklistsperiodically. Thescheduler
sortsthe schedulableelementsin decreasingorderbasedon

���

. It theniteratesthroughthesortedlist, assigningeachel-
ementto theworklist with the leastamountof total work so
far.

The costof an elementis the averagenumberof cycles
consumedby thepushor pull processinginitiatedby thisele-
menteachtime it is called.To obtainthisnumber, SMPClick
periodicallysamplesthe numberof cyclesconsumedby the
elementwhenit is called.This samplingtechniquedoesnot
introduceany noticeableperformanceoverhead.

TheCPUschedulingmechanismdescribedhereprovides
threebene�ts. It balancesuseful work amongthe CPUsto
increaseparallelism,it avoids contentionover a singlework
list, and it encouragesaf�nity betweenparticulartasksand
CPUsto reducecachemisses.

4.1.2 Static CPU Scheduling

Adaptive load balancingmay not result in the bestrouting
performancedueto its ignoranceof cachemisscosts.If two
elementsthatprocessthesamepackets(e.g.a PollDeviceel-
ementandtheToDeviceelementthat it sendspacketsto) are
scheduledonto differentCPUs,the costof processingeach
packet increasesdue to cachemisses.Thus, even if a bal-
ancedload is achieved, the router may still perform worse
thanwhenthesetwo elementsarescheduledonto the same
CPU.

Automatically instrumentingthe packet processingcode
to detectcachemisseswould involve readinghardwareper-
formancecounters,a costly operation.On the other hand,
with someknowledgeabout the costsof different paths,a
usercaneasilyspecifyagoodschedulingassignmentfor most
con�gurations.For example,a four-interfaceIP router has
eightschedulableelements:fourPollDeviceelementsandfour
ToDeviceelements.Becausethepathinitiatedby thePollDe-
viceis moreexpensivethanthepathinitiatedby theToDevice,
a goodschedulingassignmenton four CPUswould schedule
onePollDeviceandoneToDeviceoneachCPU.Furthermore,
to reducethecostof cachemisses,PollDeviceandToDevice
elementsthat operateon the sameinterfaceshouldnot be
scheduledtogether, sincethey never processthesamepack-
ets.

Staticschedulingcanbespeci�ed in theform of a list of
assignmentsof schedulableelementsto CPUs.In addition,
Click canbecon�gured to measureandreporttheexecution
timeof packetprocessingpaths.

4.2 Synchronization

Any elementinstancein SMPClick mightbeexecutedsimul-
taneouslyonmultipleCPUs,soeveryelementmustprotectits

mutabledatastructures.Thedetailsareprivateto the imple-
mentationof eachelementtype,sinceelementsdon't useeach
other'sdata.A numberof differentapproachesproveuseful.

Many elementshavenomutablestate,andthusrequireno
specialsynchronization.A typical exampleis the Strip ele-
ment,whichsimply removesbytesfrom theheadof apacket.

Someelementshave statecomposedof just a counter. If
the counteris rarely incremented,as in the caseof an error
counter, it canbeupdatedwith hardwareatomicincrementin-
structions.A typicalexampleis theCheckIPHeaderelement,
whichmaintainsa countof invalid packets.

Somemutableelementstatecanbereplicatedperproces-
sor, sothat it is never shared.For example,theIP routingta-
blelookupelementkeepsaprivateper-CPUcacheof recently
usedroutes,ratherthana singlesharedcache.

Someelementsprotecttheir statewith spin-locks,imple-
mentedwith thex86 ���	��

� atomicexchangeinstruction.If a
CPUacquiresa lock thatwaslastheldby thesameCPU,the

������

� executesquickly out of that CPU's cache;otherwise
the ������
�� involves a slow off-chip bus transaction.Thus,
for datawhich is only occasionallywritten, SMPClick uses
read/writelocking in which eachCPUhasits own readlock,
andawriter hasto acquireall thereadlocks.ARPQuerierand
IPRewriter usethis techniqueto protecttheir tables.

An elementinstancethat appearson the work list is ex-
ecutedby at mostoneCPU at a time. ThusPollDevice and
ToDeviceelementsneednottakespecialpainstopreventmore
than one CPU from communicatingwith the samedevice
hardware.

Devicehandling,thebuffer freelist, andqueuesneedspe-
cial attentionfor high performance,detailedin subsequent
sections.

4.3 DeviceHandling

Click device driversusepolling ratherthaninterruptsin or-
derto avoid interruptoverhead.An alternateapproachmight
havebeento usethe“interruptcoalescing”schemesupported
by theIntel Pro/1000F gigabitEthernetcardsweused,which
lowersinterruptoverheadby imposinga minimumdelaybe-
tweensuccessive interrupts.Thecorrectminimumdelaypa-
rameterturns out to dependon the time requiredto com-
pletely processall packets that arrive on all interfacesbe-
tweeninterrupts,which proved too dif�cult to predict.An-
otherreasonto preferpolling is thatit eliminatestheexpense
of synchronizationbetweenthreadsandinterruptroutines.

To maximizeparallelism,SMPClick devicedriverscom-
pletelyseparatetransmitandreceive datastructures.For ex-
ample,thetransmitroutinesareresponsiblefor freeingtrans-
mitted packets,and the receive routinesare responsiblefor
giving thedevice freshemptybuffers.

Polling a device thathasno packetswaiting needsto be
very fast.In practicethis meansthat the device's DMA de-
scriptorsshouldresidein hostmemory(not in device mem-
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ory), andthatthedrivershouldbeableto discovernew pack-
etsjust by looking at thedescriptors.If thedevice is idle, the
CPUwill havealreadycachedthesedescriptors,andchecking
themwill befast.

It is alsoimportantthat thedriver andthedevice should
never explicitly synchronizeor directly communicate.The
hostshouldnot reador write on-deviceregistersto exchange
informationaboutnew packetsor freebuffers;insteadall such
communicationshould take place indirectly throughDMA
descriptorcontents.TheIntel 21140[7] is agoodexampleof
suchadesign.Unfortunately, theIntel Pro/1000devicesused
for thispaper'sexperimentalresultsrequirethedriverto write
device registersto announcetheadditionof buffersto DMA
descriptors.The SMP Click driversreducethis overheadby
batchingsuchadditions.

4.4 Buffer Management

Packetbuffersin a routerusuallygo througha repeatinglife-
cycle: they areallocatedby adevicedriver, �lled with incom-
ing databy adevice,processedby therouter, transmitted,and
thenfreed.SMPClick takesadvantageof this regularity in a
numberof ways.

SMP Click usesLinux's ��� ������� s, which consistof a
descriptive structure(containinglengthsetc.)anda separate
databuffer. �	� ������� datais contiguous,whichmakesit easy
to manipulate;listsof sub-buffers(asin BSD 


����� s[16]) are
mainly useful for hostprotocolsin which headersandpay-
loadmaybestoredseparately.

The �	� ������� allocatorin Linux 2.2.18is expensive.Al-
locating(or freeing)an ��� ������� requirestwo locking oper-
ations,sincethe structureand the databuffer are allocated
separately. SinceLinux hasonly onefreelist, it is likely that
an ��� ������� freedon oneCPU will be allocatedon another,
causingneedlesscachemisses.

SMPClick avoids thesecostsby handling �	� ������� allo-
cation itself. It maintainsa separatefree list for eachCPU,
implementedasacirculararray. EachCPUfreesonly ontoits
own freelist, sofreeingnever requireslocking.Whena CPU
needsto allocatea packet, it tries to do so from its own free
list to bene�t from the possibility that the buffer is already
cached.If its freelist is empty, it allocatesa packet from an-
otherCPU's free list. The other list is chosenin a way that
makes it likely that eachCPU hasat most one other CPU
allocatingfrom its list. Sinceit is commonfor someCPUs
to be dedicatedto receiving only, andsometo transmitting
only, this matchesup producersandconsumersof freepack-
ets.Producersneverneedto lock, andconsumersusuallyac-
quirea lock thatthey werethelastto hold,which is fast.

As anadditionaloptimization,bothallocationandfreeing
arebatched,decreasingfreelist manipulationcosts.Batching
is possiblesinceonly devicedriversever freeor allocate,and
they canarrangeto defersuchactionsuntil they canperform
themonmany deviceDMA descriptorsat once.

4.5 Queues

Queueelementsaretheprimarypointsatwhichpacketsmove
from oneCPU to another, so accessesto Queuedatastruc-
turesandenqueuedpacketsarelikely to causecachemisses.
In addition,multiple threadsmayenqueueanddequeuefrom
a Queue, so it mustprotectits datastructures.In many com-
moncases,however, thesecostscanbeeliminated.

MostQueuesareusedto feedoutputdevices.Two ToDe-
vices can sharea single Queue, if they are feeding paral-
lel links to anotherrouter, but this is not a commonsitu-
ation. SMP Click automaticallyeliminateslocking for de-
queuesin the usualcasein which only one ToDevice pulls
from a Queue. This is possiblebecausea Queueis imple-
mentedwith a circular arrayof buffer pointers,and the en-
queueanddequeueoperationsmodify differentpointersinto
thatarray.

Most Queues arefed by multiple PollDevices, andmust
be preparedfor concurrentenqueues.SMP Click enqueues
with anatomiccompareandswap instructionto avoid some
lockingoverhead.

4.6 Batching and Prefetching

SMPClick processespacketsin batchesto reducecacheco-
herency misses,to amortizethe costof locks over multiple
packets,and to allow effective useof memoryprefetchin-
structions.Batchingis implementedby PollDevice, Queue,
andToDeviceelements;otherelementsandall inter-element
communicationareonepacketata time.

PollDevicedequeuesup to eightpacketsfrom thedevice
DMA queueat a time, thensendsthemoneby onedown the
pushpath. Batchingthe device dequeuesallows the driver
to usefully prefetchDMA descriptorsand packet contents,
which arenot in theCPUcachesincethey werelastwritten
by device DMA. Batchingalsoallows the driver to allocate
new receive buffers in batches,amortizingthe overheadof
locking thefreelist.

ToDevicetriesto pull multiple packetsfrom its upstream
Queueeachtime it is called by the scheduler. It enqueues
thesepacketsonto the transmitDMA ring. After the entire
batchhasbeenenqueued,ToDevicenoti�es thedeviceof the
new packets.Batchingallows the device driver to amortize
the costof this noti�cation over many packets.In addition,
ToDevicefreestransmittedpacketsin groups.

Multiple packetsmustbe enqueuedin a Queuein order
for ToDevicebatchingto beeffective.To ensurethattheToDe-
vicecanpull severalpacketsatatimefrom theQueue, thede-
queuecodepretendsthatthequeueis emptyuntil eithereight
packetshavebeenenqueued,or ashorttimehaselapsed.This
alsoallows theenqueuingCPUto keepthequeuedatastruc-
turesin its cachewhile it enqueuesa few packets;otherwise
the enqueuinganddequeuingCPUswould �ght over those
cacheentries.
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Figure 4: Maximum forwarding rates of the IP con�gur ation.
The Uni column refers to uniprocessor Click running on a
uniprocessor Linux kernel. The xp columns refer to SMP Click
with x CPUs. SMP Click is not able to take advantage of more
than two CPUs with this con�gur ation.

5 Performanceof NaiveRouters

This sectionexaminesSMP Click's performancewith some
con�gurations originally designedfor use on uniprocessor
Click; the resultsre�ect on SMP Click's goal of increased
performancefor untunedcon�gurations.

5.1 Experimental Setup

The experimentalsetupconsistsof � ve Intel PCs running
Linux 2.2.18.Oneof the PCsactsasa router, with a sepa-
rate full-duplex point-to-pointgigabit Ethernetlink to each
of theotherfour “host” PCs.ThehostPCssendpacketsinto
therouterto beforwardedto theotherhostPCs.Therouter's
IP routingtablecontainsjust theentriesrequiredfor thefour
hosts.

Therouteris aDell PowerEdge6300,with four 500MHz
Intel PentiumIII XeonCPUs,anIntel 450NX chipsetmoth-
erboard,and1GB of RAM. The hostshave dual 800 MHz
PentiumIII CPUs,ServerWorksLE chipsets,and256MB of
RAM. All the network devicesare Intel Pro/1000F gigabit
Ethernetcards,connectedto themotherboardswith 64bit 66
MHz PCI.

All experimentsuse64-byteIP packets.Eachpacket in-
cludesEthernet,IP, UDP or TCP headers,a small payload,
andthe4-byteEthernetCRC.Whenthe64-bit preambleand
96-bit inter-framegapareadded,a gigabitEthernetlink can
potentially carry up to 1,488,000suchpackets per second.
Eachhostcansendup to 876,000packetspersecond,using
softwarethatcloselycontrolsthesendrate.Thehostscanalso
receivereliably at thesamerate.

Task uni 1p 2p 3p 4p

Recv 0.25 0.25 0.29 0.38 0.62
Alloc Buf 0.10 0.11 0.13 0.55 0.21
Re�ll 0.10 0.10 0.11 0.11 0.12
Push 1.80 1.83 2.19 3.03 3.60
Pull 0.18 0.26 0.33 0.45 0.77
Xmit 0.46 0.56 0.67 0.92 1.28
Clean 0.26 0.26 0.33 0.47 0.70
FreeBuf 0.13 0.13 0.13 0.29 0.23

Total 3.28 3.50 4.18 6.20 7.53

Table 1: Cost of forwarding a packet in microseconds, bro-
ken down by function. Recv refers to reading DMA descrip-
tors, Alloc Buf to allocation of new buffers, Re�ll to placing
new buffers in DMA descriptors, Push to push processing (in-
cluding enqueue), Pull to dequeue from the Queue, Xmit to
placing packets on the transmit DMA ring, Clean to remov-
ing transmitted packets from the ring, and Free Buf to freeing
them.

5.2 IP Performance

Figure4 shows SMP Click's performancewhenforwarding
IP packetswith a four-interfaceversionof thecon�guration
in Figure2. In theseexperiments,eachhostsendsIP packets
to theotherthreehostsfor 60 seconds.They-axisrepresents
themaximumloss-freeforwardingrate(MLFFR). Thex-axis
represents� veexperimentalscenarios:uniprocessorClick on
uniprocessorLinux, andSMPClick on SMPLinux with one
to four CPUs.We ran two experimentswith eachscenario,
onewith adaptive loadbalancing,onewith staticscheduling.
In the static schedulingexperiments,eachPollDevice was
scheduledonthesameCPUasoneof thethreeToDevicesthat
it forwardspacketsto. With two CPUs,two PollDevices and
two ToDevicesarescheduledoneachCPU.With threeCPUs,
two ToDevices anda PollDevicearescheduledon two of the
CPUs,with theremainingtwo PollDeviceson thethird. With
four CPUs,eachCPUrunsonePollDeviceandoneToDevice.

Table1 helpsexplain theseresultsby showing theCPU-
time costsof forwardinga packet, measuredwith Intel Pen-
tium cycle counters.Theactualforwardingratesarecloseto
thoseimplied by theCPUtime measurements.For example,
Table1 shows that it takes4.18microsecondsof CPU time
to forward a packet on a 2-CPU router, implying that each
CPUshouldbeableto forward239,234packetspersecond,
and that the two CPUstogethershouldbe able to forward
478,468packetspersecond;this is closeto theactualrateof
444,000to 492,000packetspersecondmeasuredin Figure4.

As the numberof CPUsincreases,the per-packet CPU
timealsoincreases.Thisisbecausesynchronizationandcache
missesimposecoststhat increasewith thenumberof CPUs.
The largest increaseoccursfor pushprocessing,which in-
cludesenqueuingon Queues; the reasonis that moreCPUs
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Task uni 1p 2p 3p 4p

Recv 0.5 0.5 0.5 0.5 0.5
Alloc Buf 0.0 0.0 0.0 0.4 0.0
Re�ll 0.2 0.2 0.2 0.2 0.2
Push 2.0 2.0 3.0 3.7 4.7
Pull 0.0 0.0 0.5 1.1 1.4
Xmit 0.5 0.5 0.8 1.1 1.3
Clean 0.5 0.5 1.1 1.7 1.7
FreeBuf 0.0 0.0 0.1 0.6 0.2

Total 3.7 3.7 6.2 9.3 10.0

Table 2: Number of system bus operations per IP packet for-
warded; these correspond to cache misses and transfers of
locks between CPUs.

causemore contentionbetweenenqueuingand dequeuing.
Theotherexpensiveincreasesoccurwhenallocatingandfree-
ing buffers, especiallyfor the three CPU case.With three
CPUs,oneof theCPUsdoesnothaveany ToDeviceelements.
Thusit mustallocatebuffersfrom anotherCPU's freelist, re-
sulting in cachemisseson the buffer datastructureand on
thesynchronizedfree list. Finally, Pull, Xmit, andCleanop-
erationsoperateondequeuedbuffers.As thenumberof CPU
increases,they aremorelikely to have beentouchedlast by
anotherCPU.

Table2 illustratescontentionbetweenCPUsby showing
thenumberof systembusoperationsperpacket.A busoper-
ationis causedby anL2 cachemiss,awrite of shared/cached
data,or anacquisitionof a lock by aCPUotherthantheCPU
thatheldit last.Thecostof sharingQueuesbetweenenqueu-
ing anddequeuingCPUsis evident in the increasednumber
of busoperationson thePushandPull linesasthenumberof
CPUsincreases.

The reasonthat dynamicload balancingdoesnot work
aswell asstaticschedulingin Figure4 is that the dynamic
schedulersometimesputsthePollDeviceandToDeviceof the
sameinterfaceon the sameCPU.This missesopportunities
to do bothpushandpull processingfor somepacketson the
sameCPU.

Someof the pushand pull costsin Table 1 are due to
IP processing.By using a much simpler con�guration, es-
sentiallyconsistingof just device drivers,the potentialper-
formanceof theunderlyingmachinecanbe estimated.With
a con�guration that directly passespacketsfrom eachinput
interfacethrougha Queueto a staticallypairedoutputwith
no interveningprocessing,SMP Click canforward 528,000
packetspersecondononeCPUand566,000packetspersec-
ondon two or four CPUs.Eachpacket is processedentirely
by asingleCPU.

The above testsemphasizeper-packet overheads,since
they usesmall packets.With 200 byte UDP packets,the IP
routerhasa MLFFR of 240,000packetsper secondon four
CPUs,or 366 megabitsper second.With 1024 byte UDP

Classifier(...)

IPsecESPEncap(20)

IPsecAuthSHA1(compute)

IPsecDES(encrypt,key1a)

IPsecDES(decrypt,key1b)

IPsecDES(encrypt,key1c)

IPsecESPEncap(20)

IPsecAuthSHA1(compute)

IPsecDES(encrypt,key2a)

IPsecDES(decrypt,key2b)

IPsecDES(encrypt,key2c)

IPEncap(...)

from CheckPaint(2)

to IPGWOptions

Figure 5: An IPSec VPN tunnel encryption con�gur ation.

packets, the MLFFR is 90,000packets per secondon four
CPUs,or 703megabitspersecond.

Thissectionshowsthat,with theClick SMParchitecture,
thebene�tsof parallelizingIP processingoutweighthecosts
of synchronizationanddatamovementbetweenCPUsby a
relatively small margin. The next sectiondemonstratesthat
parallelizationis much more attractive for more compute-
intensivepacketprocessing.

5.3 Virtual PrivateNetwork Gateway

Figures5 and 6 presentClick con�guration fragmentsthat
implementpart of IPSec[12]. Insertingtheseelementsinto
the IP routerin Figure2 producesa Virtual PrivateNetwork
(VPN) gateway. The intent is that Figure5 be insertedinto
theoutputprocessingof therouter'slink to theoutsideworld,
to authenticate,encrypt,andencapsulatepacketssentalonga
VPN tunnelto a similar remoterouter. Figure6 performsthe
inverseoperationsfor packetsarriving from the interfaceto
the outsideworld. The con�gurationsshown useSHA-1 for
authenticationand3DESfor encryption.

For spacereasons,Figure 5 and 6 show con�gurations
with only two VPN tunnels,while our performanceevalua-
tion useseight.Thesetunnelsareestablishedstatically, using
IPClassi�er elementsastheinputandoutputsecurityassoci-
ationdatabases.

The traf�c usedto test the VPN con�guration is gener-
atedasfollows.Two hostsare“internal” hosts;theothertwo
areexternalhosts.Eachinternalhostgenerateseightstreams
of ordinary64-byteIP packets,four to oneexternalhost,and
four to another. TheVPN routerauthenticates,encrypts,en-
capsulates,and forwardsthesepackets. Eachexternal host
generateseight streamsof encapsulated,authenticated,and
encryptedpackets,four to eachinternalhost.TheVPN router
unencapsulates,decrypts,authenticates,and forwardsthese
packetsaswell.

Figure7 shows the forwardingperformanceof the VPN
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Figure 6: An IPSec VPN tunnel decryption con�gur ation.
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Figure 7: Performance of the IPSec VPN con�gur ations. The
forwarding rate increases linearly with the number of CPUs.

router in 60 secondexperiments.The static CPU schedul-
ing experimentsusedthesameschedulingassignmentasthe
IP router. The VPN scalesbetterthanthe IP routerbecause
computationperformedoneachpacketis moreexpensiveand
dominatestheoverheadof cachemissesandsynchronization.
For the samereason,adaptive load balancingworks aswell
asstaticscheduling.

Thereasontheperformanceis nohigherwith threeCPUs
than with two is that one of the threeCPUshasto handle
encryptionanddecryptionfor two input interfaces.ThatCPU
runsoutof cycles,andstartsdroppingpackets,whentheother
two CPUsarestill only half utilized.This limits thelossfree
forwardingrateof thewholerouter.

As a crudecomparison,a $10,000commercialVPN box
with hardwareassisted3DESencryptionwasrecentlyrated
at 27Mbpsfor 64bytepackets(i.e. 55Kpps)[21].

Strip(14)

CheckIPHeader(...)

DropBroadcasts

CheckPaint(2)

IPRewriter(...)

GetIPAddress(16) IPGWOptions(2.0.0.1)

to LookupIPRoute to FixIPSrc(2.0.0.1)

from Paint(2) from LookupIPRoute

packetsfrom internalhostspacketsfrom Internet

packetsto internalhosts packetsto Internet

Figure 8: A Network Address Translator (NAT) con�gur ation.

5.4 NAT Performance

Figure8 shows a con�guration fragmentthat,wheninserted
into the IP router con�guration, implementsa network ad-
dresstranslator[9]. The routersendspackets from “inside”
hoststo externaldestinationsto theupper-right input port of
the IPRewriter [15]. The IPRewriter changesthesepackets'
sourceIP addressesto anexternallyvisible address,rewrites
thesourceTCPport numbers,andemitsthemout thelower-
right outputport; from therethey aretransmittedto the ex-
ternalInternet.TheIPRewriter dynamicallymaintainstables
that allow it to map all the packets of eachconnectionin
a consistentway, and allow it to associateincoming pack-
etsfrom theoutsideworld with therelevantconnection.Be-
fore the routing table lookup, eachincoming packet enters
the IPRewriter via theupper-left input port. The IPRewriter
changesthe destinationIP addressandTCP port numberto
that of the original connection,andsendsthe packet out on
the lower-left output port. The correct destinationroute is
thendetermined,usingtheupdateddestinationIP address,by
LookupIPRoute.

An IPRewriter handlesmappingsfor a singleexternally
visible IP address.It giveseachconnectionits own externally
visible port number. The IPRewriter rememberswhich con-
nectionshavesentTCPFIN (connectionclose)messages,and
deletesany suchconnectionfrom its tablesafter30 seconds.
IPRewriter doesthisdeletionincrementally:eachtime it sees
a TCP SYN (connectionsetup)message,it checksto seeif
theoldestclosedconnectionis 30secondsold.

This deletionpolicy meansthat eachport an IPRewriter
allocatescannotbe usedagainfor at least30 seconds.An
IPRewriter usesports1024through65,535,andthuscanhan-
dle no more than 2,150 connectionsper second.To avoid
this limit, theexperimentsdescribedhereusea con�guration
with 32 IPRewriter elements,eachwith its own IP address.
A HashDemuxspreadsthe�o ws from theinternalhostsover
theIPRewritersbasedondestinationaddress.Whena packet
arrivesfrom theoutsideworld, anIPClassi�er decideswhich
IPRewriter to sendit to, basedondestinationaddress.
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Figure 9: Performance of the NAT con�gur ation under static
CPU scheduling. The forwarding rate increases with more
CPUs, but at the cost of some dropped packets.

Thetraf�c usedto testtheNAT con�guration in Figure8
is generatedas follows. Two hostsare consideredinternal
hosts,and two are external hosts.Eachinternal host main-
tains100concurrentconnectionsto eachof theexternalhosts.
For eachconnection,aninternalhostrepeatsthefollowing: it
choosesrandomportnumbers,sendsaSYNpacket,8 64-byte
datapackets,anda FIN packet, thenstartsover. Theexternal
hostechoeseachpacket,exchanging�elds asappropriate.

Figure9 showstheNAT'spacketforwardingperformance
asthe numberof CPUsincreases.Staticschedulingis used,
andtheassignmentsarethesameasthosein Section5.2.The
experimentsrun for 90seconds,of whichonly thelast60are
includedin thestatistics;this allows time for theIPRewriter
tablesto �ll upandfor entriesto startbeingdeleted.

Figure9 shows that theMLFFR of theNAT doesnot in-
creasesigni�cantly with more processors,even thoughthe
NAT requiresmoreCPUtime thanIP forwardingalone.The
packet loss rate experiencedby the NAT, however, remains
tiny for inputratessubstantiallygreaterthantheMLFFR. For
example,with 4 CPUs,the loss rate doesnot exceed0.1%
until the offered load is above 270,000packetsper second.
Wesuspectthepersistenttiny lossrateis causedby lock con-
tention.Contentionfor locks may occurwhena PollDevice
attemptsto pusha packet througha rewriter while another
PollDevice is pushinga packet through the samerewriter,
but on a differentCPU.With 32 rewriters, thepossibility of
contentionis small.However, eachcontentionis potentially
costly: the cyclesspentspin-waiting for the lock may delay
schedulingof aPollDeviceandcauseadevice'sreceiveDMA
queueto over�ow.

5.5 Enforcing Quality of Service

Figure10showsacon�gurationthatprovidesasimplequality
of serviceguarantee.InsertedbeforetheARPQuerierelement
in theIP routerin Figure2, this con�guration fragmentclas-

IP
C

la
ss

ifi
er

E
nc

ry
pt

P
rio

S
ch

ed

P
ul

lT
oP

us
h

A
R

P
Q

ue
rie

rARPresponses

Figure 10: A QoS con�gur ation fragment, to be inserted be-
tween the IPFragmenter and ARPQuerier elements in Fig-
ure 2.

si�es packets into threepriorities basedon the IP header's
DifferentiatedServicesCodePoint �eld (DSCP)[22]. Each
priority level is queuedseparately, and the PrioSched ele-
ment always sendspackets from higher priority queuesin
preferenceto lower. Thecon�gurationappliesSHA-1authen-
ticationand3DESencryptionto themediumpriority traf�c,
muchasdescribedin Section5.3.A PullToPushelementini-
tiatesthis processing,so it canbedoneon a CPUseparately
from input andoutputprocessing.The PullToPushelement
only pulls packetsfrom upstreamqueuesif the downstream
queueis not full; this helpsthecon�gurationenforcepriority
whentheoutputdevice is slow.

Figure11showstheuniprocessorperformanceof thiscon-
�guration. Thetraf�c usedto testthis routerconsistsof three
streamsof UDP traf�c from onehostto another. Thesender
sendsa high-priority anda low-priority streamat a constant
70,000and50,000packetspersecond,respectively. It sends
thethird stream,of medium-prioritytraf�c, with varyingrate.

Figure11 shows that asthe input rateof mediumprior-
ity traf�c increases,theforwardingratefor highpriority traf-
�c doesnot change.There is enoughspareCPU time that
themediumpriority traf�c canbeforwardedat up to 10,000
packetsper secondwithout disturbingthe low priority traf-
�c. Above that rate the routerdevotesCPU time to encrypt
mediumpriority traf�c at the expenseof low-priority pro-
cessing,so the low priority forwarding rate decreases.The
speci�c mechanismis thatthepacketschedulingdoneby the
PrioSchedimplicitly schedulestheCPU,sincethePrioSched
decideswhichpull paththeCPUexecutes.Whenthemedium
priority input ratereaches14,000packetspersecond,thefor-
warding rate levels off becauseall available CPU time has
beentakenfrom thelow priority traf�c.

Figure12 shows that on four CPUs,the sameIP router
cansustainthe low priority traf�c even whenthe input rate
of mediumpriority traf�c approaches17,000packetspersec-
ond.Furthermore,themaximumforwardingratefor medium
priority traf�c reaches21,000packetspersecond.Therouter
usesdynamicscheduling.This causesthreeCPUsto handle
device interactionsandIP headerprocessing;the remaining
CPU runsthe PullToPushelementshown in Figure10, and
thusperformstheVPN encryptionaswell asmoving packets
of all prioritiesthroughthecon�gurationfragment.

Theseexperimentsshow that SMP Click con�gurations
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Figure 11: Performance of the QoS router on one CPU. The
offered load consists of a constant 70 kpps high priority traf-
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Figure 12: Performance of the QoS router on four CPUs. The
extra CPUs improve performance over the uniprocessor re-
sults in Figure 11.

that expresspacket priority alsonaturally imply CPU prior-
ity. In addition,priority constraintsdonotpreventSMPClick
from obtaininga degreeof increasedperformancefrom mul-
tiple CPUs.

6 ExposingParallelism

Evenif arouter'staskhasagooddealof potentialparallelism,
any given con�guration may fail to exposethat parallelism.
ConsidertheVPN routerin Section5.3,but with only two in-
terfacesinsteadof four. Suchacon�gurationhasfour schedu-
lable tasks.Most of the processingoccursin the pushpaths
initiatedby thetwo PollDevicetasks,sotheCPUsrunningthe
ToDevice tasksmay spendmuchof their time idle. A better
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Figure 13: Performance of the VPN con�gur ation with only
two Ethernet devices. Processing separate �o ws in parallel
increases the 4-CPU performance by 45%.

balanceof loadacrosstheCPUswouldincreaseperformance,
but thecon�gurationdoesn't allow for it.

This sectionpresentsandevaluatescon�guration tuning
techniquesthatyield improvementsin performanceby expos-
ing moreparallelism.Onetechniquesplitspacketsinto mul-
tiple �o wswhichcanbeprocessedin parallel.A secondtech-
nique breaksexpensive processinginto pipeline stagesthat
canbeexecutedin parallel.Finally, we show thatcon�gura-
tion rewriting neednotaffectqualityof serviceguarantees.

6.1 Parallel Flow Processing

Figure13 shows the performanceof the VPN con�guration
with only two Ethernetinterfaces.Two hostsparticipatein
theseexperiments.One host sendsunencryptedpackets to
therouter. Therouterencryptsthepacketsandforwardsthem
onto the otherhost.The secondhostsendsencryptedpack-
ets to the router. The routerdecryptsthesepacketsandfor-
wardsthem to the �rst host. Sinceencryptionand decryp-
tion only occuron packetsgoingto andarriving from oneof
the two devices,onePollDeviceperformsall the encryption
work, andonePollDeviceperformsall thedecryptionwork.
This suggeststhat, on a four-CPU machine,the two CPUs
running ToDevices are mostly idle. Consequently, the con-
�guration doublesits performanceon two processors,but its
performanceon four processorsdoesnot improve.More par-
allelism could be createdby moving expensive elementsto
the pull paths,allowing ToDevice elementsto sharethe ex-
pensive work. This turnsout to beawkward; for example,at
thatpoint thepacketsalreadyhaveEthernetheaders.

We createmoreparallelismby splittingpacketsinto mul-
tiple �o ws.Two setsof HashDemux, Queue, andPullToPush
elementsareinsertedbeforeboththeencryptionanddecryp-
tion elementsin theVPN con�guration,assuggestedin Fig-
ure 3. This optimization createstwo new schedulableele-
ments:a PullToPushelementthat handleshalf of the pack-
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etsthatneedto beencrypted;anda PullToPushelementthat
handleshalf of thepacketsthatneedto bedecrypted.

The black barsin Figure13 show that this optimization
producesa45%performanceimprovementonfourCPUsover
theuntunedcon�guration.Theimprovementis nothigherbe-
causeof the cost of moving eachpacket from one CPU to
anotherthroughtheQueue.

This rewriting techniqueis not universal.For example,it
decreasesthe performanceof a router that doesjust IP for-
wardingbetweentwo interfaces.This is becausethe costof
vanilla IP forwardingis alreadylow enoughthatparalleliza-
tion cannotovercomethecostof theextraelementsandcache
misses.

6.2 Pipelined Packet Processing

Considera nodein anoverlaynetwork consistingof a mesh
of encryptedVPN tunnels.Sucha nodemayhave to decrypt
apacketarriving ononetunnel,only to encryptit again(with
adifferentkey) whenforwardingit outasecondtunnel.Each
PollDevicewould beresponsiblefor bothdecryptionanden-
cryption.On theotherhand,theToDevices would have rela-
tively little work. More parallelismcouldbecreatedby split-
ting packetsinto multiple �o ws, asdescribedin Section5.3.
Parallelismcanalsobecreatedby pipeliningencryptionand
decryption,asshown in Figure14.Thetechniqueis to insert
a Queueanda PullToPushbetweenthe decryptionanden-
cryptionprocessing.With this optimization,eachPollDevice
performsdecryptionin parallelwith encryptionperformedby
thePullToPush.

Figure15 shows theeffectivenessof this technique.It al-
most doublesthe performanceof the 4-CPU machine,and
causesperformanceto scalealmostlinearly from oneto four
CPUs.

6.3 Maintaining Quality of Service

The performanceimprovementwith additionalCPUsof the
QoScon�guration describedin Section5.5 is limited, since
a singleCPU executesthe PullToPushandthusthe encryp-
tion. Onesolutionmight be to adda new PullToPushdedi-
catedto theencryptionof medium-prioritytraf�c, leaving the
old PullToPushto processonly high andlow priority traf�c.
Sincea separateCPUcouldrun thenew PullToPush, perfor-
manceshouldimprove.

Rewriting thecon�guration this way, however, would vi-
olatetheintendedpacket priority semantics.Theold PullTo-
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Figure 15: Performance of decryption and encryption with and
without pipelining. Pipelining nearly doubles the 4-CPU perfor-
mance.
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Figure 16: Splitting QoS processing into 3 streams.

Pushwould sendlow-priority packetseven if therewere a
backlogof medium-prioritypackets,sinceonly thenew Pull-
ToPushwould be able to processmedium-prioritypackets.
The intent of priority, however, is that low-priority packets
shouldonly be sentif thereareno high or mediumpriority
packetswaiting.

A betterapproachis to replicatethewholeQoScon�gu-
rationandrunthereplicasin parallel.Wereplicatethecon�g-
urationthreetimes,asshown in Figure16. TheHashDemux
elementbreakspacketsinto threestreams;eachstreamhasits
ownpriority scheduler. ThethreePullToPushelementsrunon
threeCPUs,while theremainingCPUperformsall thedevice
handlingandIP headerprocessing.While it is possiblethat
low priority packetsarepushedthroughARPQuerieron one
processorwhile therearea backlogof mediumor high prior-
ity packetson another, suchscenariois unlikely whenthere
aremany �o wswith differentdestinationIP addresses.

Figure17 shows theeffectivenessof this technique.The
new routercansustainthe low priority traf�c evenwhenthe
input rateof themediumpriority VPN traf�c exceeds50,000

12



0

20

40

60

80

100

0 20 40 60 80 100

F
or

w
ar

di
ng

 R
at

e 
(k

pp
s)

Medium-priority Input Rate (kpps)

High priority IP
Medium priority VPN

Low priority IP

Figure 17: Performance of the QoS router on four CPUs with
the new con�gur ation in Figure 16. The performance is higher
than that shown in Figure 12, but still honors the priority rules.

packets per second.The maximumforwarding rate for the
mediumpriority traf�c reaches70,000packetspersecond,a
factorof � veimprovementovertheuniprocessorperformance
shown in Figure11.

7 RelatedWork

Commercialrouterssuchasthe Cisco7500[26] often con-
tainmultipleCPUsto increaseperformance.Thehardwareof
suchroutersusuallydedicateseachCPUto a particulartask.
Thisstructureprovideshighperformancefor its intendedtask,
but allows little �e xibility . For example,oneline card's CPU
cannothelpin theprocessingof packetsfrom a differentline
card.CommercialSMProutersdoexist.TheNortelContivity
4500VPN switch [23] usesdual SMP PC processorsto en-
crypt anddecryptpacketsfor multiple VPN tunnelsin paral-
lel. Itshardwareis similarto SMPClick's,thoughits software
structureis notpublically known.

In adifferentapproachto multiprocessorrouting,network
processors [10, 6] have appearedrecentlythat integratemul-
tiple RISC CPUsonto a single chip. Thesechips could be
placedonrouterline cards,replacingASICS;theiradvantage
is that it is easierandfasterto write softwarethanto design
ASIC hardware.A variant of SMP Click could be usedto
structurethat software in a way that takesadvantageof the
multipleCPUs.However, currentgenerationnetwork proces-
sorshave a limited programmemoryin their processingele-
ments,whichlimit theiruseto smallpiecesof tight code[25].

Previous work in the areaof parallelizinghost network
protocols[20, 19, 3, 24] hascomparedlayer, packet,andcon-
nectionparallelism.Oneof their conclusionsis that perfor-
manceis bestif thepacketsof eachconnectionareprocessed
on only one CPU, to avoid contentionover per connection
data.To a �rst approximationthis is a claim that a host's
protocolprocessingtaskscanbedecomposedinto symmetric

andindependentper-connectiontasks.Thissituationdoesnot
generallyhold in a router. If therouterhasnoper-connection
state,thenthereis nosymmetryandindependenceto exploit.
Worse,device handlingis often a large fraction of the total
work,but cannoteasilybedividedupamongmany CPUs.For
thesereasons,SMPClick needsto beableto exploit a wider
rangeof kindsof parallelismthanhostimplementations.

Blackwell [4] andNahumet al. [18] investigatetheinter-
actionof hostprotocolprocessingandcachingon uniproces-
sors.They observe that instructioncachemissesareoften a
dominantfactorin performance,andobserve thatbatchpro-
cessingof multiple packetsat eachprotocol layer canhelp.
In contrast,we observe very few instructioncachemissesin
SMP Click, probablybecauseIP forwardingis simplerthan
hostTCP processing.SMP Click neverthelessbene�ts from
batching,thoughthereasonis thatbatchinghelpsavoid con-
tentionat thepointswheredatamustmovebetweenCPUsor
betweenCPUanddevice.

SMP Click's device handlingusesideasexplored in the
Osiris [8] network adaptorprojectto maximizeconcurrency
betweenCPUanddevice,in particularlock-freeDMA queues
andavoidanceof programmedI/O.

8 Conclusion

This papermakesthe following pointsaboutparallelization
onmulti-processorrouters,in thecontext of SMPClick:

� Signi�cant parallelismcanoftenbe foundevenin un-
tunedcon�gurations.

� Parallelizationtechniquescanbeeffectively expressed
at the level of routercon�gurations,andsuchcon�g-
urationscanberestructuredto enhancemultiprocessor
performance.

� Most cachemissesin SMP Click occur when pack-
etsor buffer datastructuremove betweenCPUsor be-
tweenCPUanddevice.Thisis in contrastto experience
with hostprotocols,whereinstructionor protocolstate
missesdominate.

� Cachemissesareexpensive. Adaptive load-balancing
the work on a multi-processorrouter may introduce
morecachemisseswhenpacketsmovebetweenCPUs.
In mostcases,astaticschedulingassignmentthatmin-
imizes the numberof packetsmoving betweenCPUs
canbefound.

� Goodmultiprocessorroutingperformancerequirescon-
currency in deviceinteractions,bothbetweenCPUsand
devicesandbetweeninput andoutputon thesamede-
vice.
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� WhenpacketsneedtomovebetweenCPUs,they should
do soin batchesto reduceper-packet contentionover-
head.Allocationandfreeingof packetbuffersis anim-
portantsourceof buffer datastructuremovement.

Availability

SMP Click canbe downloadedfrom the Click project web
page,at �

�����������

�����	�

��

�

�

��� �

�

� 
��

�

���




�

�

�������

�

� .

Acknowledgments

EddieKohlerandMassimilianoPolettohelpedusenormously
with Click andIPRewriter. We alsowould like to thankAlex
Snoerenfor his work on the IPsecelements.We usedEric
Young's DES and SHA-1 implementations.Michael Ernst,
FransKaashoek,Rob Miller, and the anonymousreviewers
provideduswith invaluablefeedback.

References
[1] T. Anderson,E. Lazowska, and H. Levy. The performance

implications of threadmanagementalternatives for shared-
memorymultiprocessors.IEEE Transactionson Computers,
38(12):1631–1644,December1989.

[2] F. Baker, editor. Requirementsfor IP Version 4 routers.
RFC 1812, Internet Engineering Task Force, June 1995.

������������������� ��!����"�$#�%�&'�(%���)���%���)�*,+�*(-.�/��0��

.

[3] M. BjorkmanandP. Gunningberg. Lockingeffectsin multipro-
cessorimplementationof protocols.In Proc.ACM SIGCOMM
'93 Conference, pages74–83,October1993.

[4] T. Blackwell. Speedingup protocolsfor small messages.In
Proc.ACM SIGCOMM'96 Conference, pages85–95,August
1996.

[5] R. Blumofe and C. Leiserson. Schedulingmultithreaded
computationsby work stealing. In Proceedingsof the 35th
ACM Annual Symposiumon Foundationsof ComputerSci-
ence, pages356–368,November1994.

[6] C-Port/Motorola. C-Port C-5 Network Processor. 1

�������$���

2�2�2

�$)3��#�%��')�#�%����$)�#54��(��%'#�6�78)3��9���6���&'�(�':�;"�

1

�34

.

[7] Digital EquipmentCorporation. DIGITAL Semiconductor
21140A PCI Fast EthernetLAN Controller Hardware Ref-
erenceManual,March 1998. 1

�������$���(6<!�=<!<;�#(�'!�%��$�3><�<!<;.�

)�#54��(6<!'9��(&�>��(>'!��

2

#�%�?8�@4�:(>�7�:�;<9

.

[8] P. Druschel,L. Peterson,andB. Davie. Experienceswith a
high-speednetwork adaptor:A softwareperspective. In Proc.
ACM SIGCOMM'94 Conference, pages2–13,August1994.

[9] K. EgevangandP. Francis. The IP network addresstransla-
tor (NAT). RFC1631,InternetEngineeringTaskForce,May
1994.

������������������� ��!����"�$#�%�&'�(%���)���%���)�*,A�B�*
�/��0<�

.

[10] T. Halfhill. Intel network processortargetsrouters.Micropro-
cessorReport, 13(12),September1999.

[11] Intel. IXP1200Network ProcessorDatasheet.1

�������$���

2�2�2

�

�3><�<!�;C� )�#54���6<!'9��3&�>��(>'!��

2

#�%�?���6':��':'9

1

��9��<-�D�+<-�E�+"�

1

�,4

.

[12] S.KentandR. Atkinson. Securityarchitecturefor theinternet
protocol.RFC2401,InternetEngineeringTaskForce,Novem-
ber1998.

�������$����������� ��!������$#�%�&'��%���)���%���)�-(F<G�*��/��0<�

.

[13] Eddie Kohler. The Click modular router, PhD Thesis,
MIT, 2000. 1

�������$���

2�2�2

�H�<6'#�9.�$;<)�9I�J4
�(���/!�6�7��(�8:3�'!�%89��

)�;<��)5?K�L?8#

1

;�!�%'M(�

1

6'���

1

!'9���9.�L�<6��

.

[14] EddieKohler, RobertMorris, BenjieChen,JohnJannotti,and
M. FransKaashoek.TheClick modularrouter. ACM Transac-
tionsonComputerSystems, 18(4):263–297,November2000.

[15] EddieKohler, RobertMorris, andMassimilianoPoletto.Mod-
ularcomponentsfor network addresstranslation.Technicalre-
port,MIT LCS Click Project,December2000. 1

�����������

2�2�2

�

�<6'#<9I�$;<)�9.�N4
�(����!�6�7��(��:3�'!�%�9���)�;<��),?�M(%<!

2

%8�(��!�%��

.

[16] M. McKusick,K. Bostic,M. Karels,andJ. Quarterman.The
Designand Implementationof the4.4BSDOperating System.
AddisonWesley Longman,1996.

[17] Jeffrey C.MogulandK. K. Ramakrishnan.Eliminatingreceive
livelock in an interrupt-driven kernel. ACM Trans.Computer
Systems, 15(3):217–252,August1997.

[18] E. Nahum,D. Yates,J. Kurose,andD. Towsley. Cachebe-
havior of network protocols.In Proc.ACM SIGMETRICS'97
Conference, pages169–180,June1997.

[19] E. Nahum,D. Yates,S.O'Malley, O. Orman,andH. Schroep-
pel. Parallelizednetwork securityprotocols. In Proc. IEEE
Symposiumon Networkand DistributedSystems, pages145–
154,February1996.

[20] Erich M. Nahum,David J. Yates,JamesF. Kurose,andDon
Towsley. Performanceissuesin parallelizednetworkprotocols.
In Proceedingsof theFirstUSENIXSymposiumon Operating
SystemsDesignand Implementation(OSDI), pages125–137,
November1994.

[21] David Newman and Drew Olewnick. IPsec VPNs: How
safe? how speedy? The CommWeb Magazine Network,
September2000. 1

�����������

2�2�2

� )�#54�4

2

!�O�� )�#54���:�%�����)�;�!<�

P<Q(R

-�G�G�G�G�E8*3-�S�G�G�G�E

.

[22] K. Nichols,S.Blake,F. Baker, andD. Black. De�nition of the
DifferentiatedServices�eld (DS �eld) in the IPv4 andIPv6
headers.RFC2474,InternetEngineeringTaskForce,Decem-
ber1998.

�������$����������� ��!������$#�%�&'��%���)���%���)�-(F<D�F��/��0<�

.

[23] Nortel. Contivity VPN switches. 1

�������$���

2�2�2

�

>�#�%���!<;(>'!��

2

#�%�?�9I� )�#54��3�<%'#�6�7�)(��9���G�*,�<)�#(>'���3=�����T'�

�<!')

1

93�'!').�

1

�34�;

.

[24] D. SchmidtandT. Suda.Measuringtheperformanceof paral-
lel message-basedprocessarchitectures.In Proc. IEEE Info-
com'95, pages624–633,April 1995.

[25] T. Spalink,S.Karlin, andL. Peterson.Evaluatingnetwork pro-
cessorsin IP forwarding. Technicalreport626-00,Princeton
University, November2000. 1

�������$���

2�2�2

� )�9.�L�<%��3>8)(!��'#(>��

!�6�7��3>89(&'��%<#(7<�<!�%<�(��:(�'!�%�9��<�(0����

1

�34
;

.

[26] R. White, V. Bollapragada,andC. Murphy. InsideCiscoIOS
Software Architecture. CiscoPress,2000.

14


